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Prepared by:

The Single Directorate of Information Management (DOIM) Enterprise Action Plan Working
Group was chartered by Mr. Joe Capps, Director, Network Enterprise Technology Command /
9" Army Signal Command (NETCOM/9™ ASC) Enterprise Systems Technology Activity
(ESTA), on 21 October 2003. Membership included representatives from each of the four
Continental United States (CONUS) Regional Chief Information Offices (RCIO). The objective
of the Working Group was to draft an Action Plan to bring “shadow” DOIMs into the Army
Enterprise using the Single DOIM concept. The Working Group charter is attached as Appendix
1.

In accordance with a Vice Chief of Staff, Army (VCSA) directive from the February 2005
meeting of the Installation Management Board of Directors (IMBOD), a new Single DOIM
Advisory Group was formed to include the original Working Group membership plus
representatives from selected Army Commands, Functional Chief Information Offices (FCIO),
and other stakeholders. The objective of the Advisory Group was to refine the Action Plan in
preparation for final staffing and implementation. The Advisory Group charter is attached as
Appendix 2.

The Installation Management Agency (IMA) / NETCOM/9"™ ASC Liaison and representatives of
the Chief Information Office (CIO) / G-6 served in an advisory role throughout the development
of this Action Plan.
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Executive Summary

The Single Directorate of Information Management (DOIM) Action Plan for Common-User
Services outlines a strategy to consolidate Command, Control, Communications, Computers and
Information Management (C41M) common-user baseline services within a Garrison DOIM or
other information technology (IT) service provider as designated in AR 5-9, Table C2.
Common-user baseline services are those services specifically identified in the C4IM Services
List as “baseline” services. Services identified as “mission” services are outside the scope of this
plan. This plan is also a collaborative effort to achieve server consolidation. It applies
specifically to Army entities within the Continental United States (CONUS); however, the
concepts can and should be used by IT service providers outside of CONUS (OCONUS) as
applicable.

The Chief of Staff, Army (CSA) directed the move to one Army network that permits users to
access authorized network resources regardless of where those resources or the users are located.
This Action Plan is one step toward the single Army network. The Chief Information Officer
(C10)/G-6 serves as the Executive Agent for implementation of this plan.

This Action Plan is an extension of the Information Management Execution Plan Phase | and the
Army Knowledge Management (AKM) Implementation Plan. It addresses compliance with AR
25-1, paragraph 3-2e, which mandates that each installation have a single DOIM responsible for
delivering common-user baseline services. The installation DOIM will technically validate all
installation tenant organization/activity Information Technology (IT) acquisitions, including IT
contract support. Tenant activities and organizations will coordinate with the installation DOIM
prior to ordering or entering into service contracts.

As the transformation of the network occurs, “shadow” DOIMs and associated network
operations (NetOps) capabilities will merge under technical control (TECHCON) of the Network
Enterprise Technology Command (NETCOM)/9"™ Army Signal Command (ASC). “Shadow”
DOIMs are defined as those entities that are currently delivering C4IM common-user baseline
services outside of the Garrison DOIM organization. The transition to a single DOIM will be
done through a collaborative effort with each of the system/network proponents involved. Some
DOIMs are already progressing with their transformation initiatives and will continue their
efforts in compliance with this Action Plan.

The Assistant Chief of Staff for Installation Management (ACSIM) and CIO/G-6 tasked the
Army Audit Agency (AAA) to conduct a review of several Army garrisons to identify where
multiple DOIMs exist and recommend solutions for the merger of common-user baseline
services into the Garrison DOIM. These AAA audits will serve as a preliminary review and
reference for developing strategies for a smooth transition.



Single DOIM Action Plan for Common-User Services

1.0 BACKGROUND

Army Regulation (AR) 25-1, Army Knowledge Management and Information Technology
Management mandates that each garrison/location have a single DOIM, designated by and
established under the Garrison Commander. The Garrison DOIM is responsible for delivering
C41IM common-user baseline services and is the single authority for validating that purchases of
IT resources on the installation comply with Army standards. NETCOM/9™ ASC executes
TECHCON for all DOIMs and provides functional supervision through the Regional Chief
Information Office (RCIO). Command authority is exercised by the owning command. For
example, Installation Management Agency (IMA) DOIMs are on the IMA Table of Distribution
and Allowances (TDA) and IMA exercises command authority through the IMA Regional
offices, with the dual-hatted RCIOs functioning as a G6 type organization.

The DOIM is responsible for executing and implementing C4IM common-user policies,
standards, architectures, programs, plans and budgets for communications and communications
support, visual information, information assurance (1A), and automation support.

Implementation of the Single DOIM concept offers the following benefits:

e Collocation of services allows consolidation of support infrastructure such as manpower,
education, office space, hardware, software licenses and maintenance, and network
equipment.

e Streamlined delivery of C4IM common-user baseline services across the installation
results in minimized cost and improves services without the addition of resources.

e Centralized servers are easier to secure physically and logically than distributed servers,
improving overall network security posture.

e Increased DOIM visibility over network assets improves network security and
Information Assurance Vulnerability Assessment (IAVA) compliance and protects
mission operations information.

e Transition of common-user baseline services to the DOIM increases mission
effectiveness by allowing more resources to be devoted to mission functions rather than
IT functions.

2.0 INTRODUCTION

The Information Management Transition Plan, Phase | identified the requirement to implement
the Single DOIM concept by realigning C4IM common-user baseline service, functions,
manpower assets, and funding streams to the single Garrison DOIM. The AKM Implementation
Plan, dated 1 September 2003, required assets to be identified by the DOIMs and reported
through the NETCOM/9™ ASC RCIOs to the IMA Region Director (RD) by 1 October 2003.
The implementation of this Action Plan will further delineate those C4IM common-user baseline



services that have not yet transitioned to the Single DOIM and address the transition of those
services.

3.0 SCOPE

This Action Plan is applicable to all Army CONUS entities, both on and off Army installations
that deliver or receive C4IM common-user baseline services (exceptions as noted in paragraph
4.0). The purpose of this plan is to consolidate common-user baseline IT services within a
Garrison DOIM or other IT service provider as designated in AR 5-9, Table C2. This plan also
recognizes the Garrison DOIM as the single authority for validating purchases of IT resources on
the installation comply with Army standards. In addition, this plan is a collaborative effort to
achieve server consolidation. The scope of this plan excludes responsibilities of mission
organizations to employ IT applications and tools in their mission-specific processes and to
manage information. Mission organizations will ensure that the C&A for the system is provided
to the local 1A office for review when connecting to the common user installation network.
Though specifically addressed to the CONUS environment, the concepts in this document can
and should be used by NETCOM/9™ ASC Service Support Battalions in OCONUS locations.

4.0 EXCEPTIONS

HQDA CIO/G6, in conjunction with ACSIM, is the only authority for granting an exception
from the Single DOIM implementation; activities granted exceptions to Server Consolidation are
not automatically exempted from the Single DOIM Action Plan. Effective immediately, the only
exemptions from Single DOIM are the approved Army Active Directory Forests. Exceptions as
noted herein will be further documented in the subsequent release of AR 25-1. Any other
requests for exemption to the Single DOIM Action Plan should be prepared and submitted
directly to the Army CI10O/G6 for consideration.

5.0 CONCERNS

In order to progress toward one Army Enterprise, DOIMs will have approved target architectures
for the provision of C4IM common-user baseline services as part of the transition to Single
DOIM. The objective is to increase effectiveness, promote efficiencies and increase Army
standardization. CIO/G-6 will manage the C4IM computing infrastructure domains to maximize
Army investments for achieving the target architectures on an Enterprise basis.

To alleviate duplication and redundancies, installation planning efforts will capitalize on other
existing initiatives such as Active Directory / Exchange 2003, Area Processing Centers (APC),
Internet Protocol (IP) Version 6, and Server Consolidation. In many cases the data and
information collected for one effort can be utilized in another.

AR 5-20, Commercial Activities Program, directs installations to re-compete an A-76 study if
the cost of the Most Efficient Organization (MEO) exceeds the 30 percent limit on cost growth.
The addition of “shadow” DOIM resources raises this concern. However, the Army Office of
General Counsel (OGC), Commercial Activities (CA), AAA, ACSIM, and NETCOM/9™ ASC
reviewed applicable provisions of AR 5-20, and determined that the movement of personnel,



equipment, and funding required by the implementation of the Single DOIM concept is a
consolidation, not an expansion. Therefore, new cost comparisons will not be warranted.

6.0 SINGLE DOIM RESOURCING

Under the Single DOIM concept, C4IM common-user baseline services and associated 1T
equipment within Army organizations and installations will be migrated to the DOIM.  The
transfer of services may require the realignment of resources in order to ensure a commensurate
level of service. The realignment of resources will be negotiated based on workload associated
with the baseline services being transferred and the DOIM staffing model as developed by IMA
and CIO/G-6. In each case, the staffing metrics will be plugged into the DOIM staffing model
(once finalized) to determine the incremental cost associated with the workload being
transferred. C4IM common-user baseline services funded by Army Working Capital Fund
(AWCF) will continue to be paid on a reimbursable basis.

The resources, to name a few, include manpower, funds for operations and maintenance,
hardware and software, contract dollars for present and out-year contracts, transition costs for
relocation, and infrastructure costs. A-76 studies have additional resource implications when the
MEO drives the operational capability and is structured for a specific C4IM baseline. Shifts to
the baseline require approval processes for government operations and, if contractual support is
affected, necessitate contract modifications as early in the process as the regulations allow.

It is the responsibility of the garrison to capture the funding and manpower data necessary to
sustain services beyond the year of execution. It will be necessary for the stakeholders to
continue contributing to sustainment requirements until the funding stream has been realigned to
the consolidated service provider. This includes the programmatic requirements necessary to
synchronize the execution of the flow of resources in the Planning, Programming, Budgeting,
and Execution System (PPBES) process.

A key principle of this Action Plan is to streamline operations, conserve resources, and minimize
expenditures. There must be a commitment among all parties that economies realized through
implementation of the Single DOIM concept will accrue to all stakeholders. Therefore, activities
transferring common-user baseline services to the DOIM organization should expect a return of
some portion of the resources previously dedicated to those services back to their functional
missions, results varying on an installation by installation and customer by customer basis.

7.0 BUY-IN STRATEGY

As an initial step to achieving the Enterprise, the intent and process detailed in this action plan
must be communicated to and understood by all stakeholders. In order to accomplish this:

(1) NETCOM/9™ ASC provided a brief to the CIO Executive Board (CIO EB) in May 2004
that explained the purpose, the critical aspects, and the timeline for the effort. The brief
listed the implementation objectives, estimated the organizational impact, and solicited
command support. Status updates continue to be provided during scheduled CIO EB
meetings.



(2) At the February 2005 meeting of the Installation Management Board of Directors
(IMBOD), the VCSA directed CIO/G-6, IMA, and NETCOM/9™ ASC to team with the
Army Commands, FCIOs, and other stakeholders in order to refine the Action Plan for final
staffing and implementation. On 17 December 2005, the VCSA issued ALARACT 255/2005
directing HQDA Proponents and Major Commands to implement the July 2005 Action Plan
immediately. The VCSA further directed that the Army complete this requirement NLT 30
September 2007.

(3) DOIMs will provide regular updates to their tenants and will develop a method to keep
them informed of the progress. A template for this presentation is provided in Appendix 3.
Because this plan requires efforts be invested by all, it is important that all are informed of
their responsibilities and participate in the development of the site implementation plan.

8.0 STRATEGY

Figure 1 outlines the phasing for implementing the Single DOIM concept. Projecting four
phases to the strategy execution, the chart highlights the key players and stakeholders, as well as
some of the actions to be accomplished to generate deliverables for each phase. Additional
details are provided in the Annexes to this Action Plan.

Figure 1. Action Plan Strategy



Phase Title Who What Deliverables

I Planning and e  All post tenants Establish working group(s) to collect data | ¢  Developed plan with timelines
Data Collection | ¢  Off-installation service and reflect associated resources. e Completed data sheets
(Review and providers Collect/review/analyze data identifying e Transition Plan Decision Briefing to Senior
Analyze) e Garrison RM all C4IM common-user services currently Mission Commander/GC

Garrison DOIM
IMA RD, RCIO, and
Plans (Advisory)

performed by all installation tenants
Develop Single DOIM transition plan

Status Plan Briefing to IMA RD

Design (Develop
and Prepare)

All post tenants
Off-installation service
providers

Garrison RM

Garrison DOIM

IMA RD, RCIO, and Plans
(Advisory)

Define roles and responsibilities
Define target architecture

Ensure compliance with the Army’s
C41M Service Management Plan and
SLM CONOPS

Declare baseline services in accordance
with IMA guidance following Service
Analysis Team recommendations and
CLS integration/implementation
Establish required SLAs for above-
baseline services

Identify costs and funding strategies for
transfer of services and resources

All efforts will be in support of the
CIO/G-6 / Army Commands MOAs

Documentation of target architecture
Approved SLASs (copies provided to RD)
Resource transfer strategy and timeline
Decision briefing to GC and Senior
Mission Commander

Status Briefing to IMA RD

" Transition e All post tenants Establish DOIM/service provider e All draft documents required for the
e  Off-installation service operational control over all C4IM transfer of C41M resources and services
providers common-user services, to include e Decision Briefing to Senior Mission
e Garrison RM redistribution of personnel and resources Commander / Garrison Commander
e Garrison DOIM Prepare all documentation required for e  Status Briefing to IMA RD
e IMA RD, RCIO, and transfer of requirements and resources
Plans (Advisory)
v Integration e All post tenants Formalize Phase Il migration efforts by e  Submission of all required permanent

Off-installation services
providers

Garrison RM

Garrison DOIM

IMA RD, RCIO, and
Plans (Advisory)

finalizing changes to C4IM common-user
support and resource documents

change documents

Notification memo to the Senior Mission
Commander, GC, Army Commands, and
RD confirming completion




9.0 CURRENT RELATIONSHIPS

Operational relationships are illustrated in Figure 2. Ultimately, the IT/CIO support activities
within Army Commands, Functional ClOs, etc. will remain but will provide a technical staff
function rather than replicate a DOIM function.
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Figure 2. Operational Relationships

10.0 OBJECTIVE STATE

At the completion of this plan, the single common-user service provider (DOIM) at any Army
installation will provide for the delivery of all C4IM common-user baseline services and will
have visibility of all above baseline services and associated resources in use at their installation
(exceptions as noted in this document). The Information Management Officer / Office (IMO)
will serve as the primary interface between the DOIM and the supported organization(s). The
IMO will manage mission unique systems, advocate for the tenant, and coordinate C4IM
requirements with the supporting DOIM. NETCOM/9™ ASC will provide technical control of
all required network services for all Army installation and off-installation activities. Enterprise
planning will address the integration of FCIOs. Each site shall be connected to an
Army managed network service and no site will rely on an unprotected dial-up connection.
Cl0/G-6 and NETCOM/9™ ASC will integrate the Single DOIM into an Enterprise CONOPS as
it evolves. DOIMs will have approved target architectures for the provision of C4IM common-
user baseline services that increase effectiveness, promote efficiencies and increase Army



standardization. CIO/G-6 will manage the C4IM infrastructure portfolio to maximize Army
investments for achieving the target architectures on an Enterprise basis.

11.0 MIGRATION STRATEGY

Annex A addresses the integration of all installation C4IM common-user baseline services
performed by “shadow” DOIMs into the single Army network as an integral part of the Army
Enterprise Infostructure. Tenant activities will continue to manage mission support systems and
advocate for their respective communities of interest. In some instances their missions span
beyond the IMA/NETCOM geographical regions.

Annex A serves as guidance for the transition of IT common-user baseline services, as identified
in Appendix 3. It defines the responsibilities, relationships, organization, processes, equipment
configurations, and additional resource requirements for transitioning to the single installation IT
common-user baseline service provider, the DOIM.

Annex B provides the data collection forms to assist in implementing the Action Plan.

Annexes C-E provide the references, acronyms, and glossary.
12.0 LABOR-MANAGEMENT RELATIONS

Prior to implementing any changes to working conditions stemming from the application of this
Action Plan, management must meet its statutory labor relation obligations. Guidance can be
obtained from the servicing CPAC.



Annex A. Shadow DOIM Migration Plan
1.0 OVERVIEW

1.1 Scope

This Annex covers the consolidation of C4IM common-user baseline services and network
management efforts provided by “shadow” DOIM personnel into a single Garrison DOIM. This
Annex does not address mission systems and systems support, nor does it exclude the possibility
of the DOIM providing these services if it is part of a support agreement reached between the
DOIM and tenants. This plan applies to all Army elements unless specifically excluded.

1.2 Purpose

This Annex provides guidance for the transition of “shadow” C4IM common-user baseline
services to a single C4IM service provider. It defines the responsibilities, relationships,
organization, processes, and functions needed to transition these services and assets to the single
common-user baseline service provider. The DOIM will play an expanded role in the transition
and continued support of C4IM common-user baseline services currently being performed by
“shadow” DOIMs. “Shadow” DOIM personnel, both government and contractor, meet all of the
following criteria:

e Have identical or similar duties, position descriptions, and/or statements of work as
DOIM employees/contractors.

e Perform these tasks routinely as their normal workload, full or part-time.
e Perform common-user baseline IT services outside of the DOIM organization.

AR 25-1, Army Knowledge Management and Information Technology Management, directs that
there will be a single IT service provider (DOIM) on an installation that has the responsibility of
providing communications and communications support, visual information, information
assurance, and automation support to the installation community. (See Appendix 4 for the C4IM
Services List.)

The AKM Implementation Plan also directs consolidation of common-user baseline IT resources,
both personnel and equipment, on an installation. Consistent with Human Resource guidance,
directives such as Human Resource annexes, letters of instruction, and timelines must be
developed, staffed, and approved prior to implementation.

1.3 Objectives

e Integrate Army networks into the Army Enterprise Infostructure. This Annex addresses
those networks and C4IM common-user services being provided by “shadow” DOIMs.

e Transition from the current environment in which multiple 1T systems are managed
independent of the Enterprise to a single IT service provider, the DOIM.

A-1



e Protect the Army network. The DOIM must have visibility of all IT systems that operate
on or access the installation network.

e Transition “shadow” DOIMs from their current role of managing and implementing IT
infostructure to an advisory/customer role focused on mission requirements and
providing subject matter expertise for mission systems.

1.4 Metrics and Measures

IMA will develop customer satisfaction surveys for common user baseline services.
Performance measures for common user baselines services have been developed under the US
Army IT Metrics program. These tools will provide both qualitative and quantitative
measurements of customer service before and after the transition to Single DOIM.

2.0 STRATEGY

2.1 Transition Overview

Develop an accurate view of the C4IM common-user baseline services that “shadow” DOIMs
currently provide to their customers, and their network infrastructure requirements. (See
Appendix 3 for the C4IM Services List).

Identify tenant communications and network infrastructure requirements:

o0 Connections to other networks .
0 Bandwidth requirements and utilization .
o Network circuit diagrams.

e |dentify C4IM common-user baseline services being provided by the “shadow” DOIM
personnel:

o0 Baseline/above baseline services and resource requirements.
0 Reimbursable and non-reimbursable services.

o0 Level of service currently provided to the end user, using both qualitative and
guantitative performance measurements.

e Based on the Memorandums of Agreement (MOA) between the Army Commands,
ACSIM, and CIO/G-6, determine who will provide each service, and the required
interfaces between each tenant and the DOIM.

e Develop SLAs for above-baseline services.

e Complete processes to transfer IT resources (funding amounts/sources and personnel
requirements/authorizations) where appropriate as determined by the Single DOIM
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Concept Working Group and the Single DOIM Concept Management Steering Group.
Membership of both groups is identified in paragraph 2.3.1.3.

2.2 Special Issues

Worldwide/CONUS-wide mission. Many tenant activities operate application systems
and have missions that span beyond installation boundaries. These tenants have IT
personnel, government and contractor, that manage these applications and maintain their
operational status 24x7. A successful transition will require a plan that provides
comparable levels of service to accommodate tenant activity requirements.

Funding. Some tenant activities have invested mission funds to provide IT support for
their C4IM common-user baseline services based on their specialized missions. Some
tenants are also funded by special funds designated to support their unique missions.
Example of this is the Army Working Capital funds for some Army Materiel Command
(AMC) activities. Successful transition will require that the funding stream continue in
order to support the delivery of C4IM common-user baseline services — even when the
service provider changes. Successful implementation of the Single DOIM concept
requires that the Garrison DOIM have sufficient resources to deliver the required
services. Therefore, identification of existing DOIM shortfalls is essential. Furthermore,
a realignment of resources may be required to address additional workload being
transitioned. This realignment will be negotiated for each location based on workload
and staffing metrics, as defined by IMA and CI1O/G-6.

Garrison DOIM expertise. Army Commands/tenant activities may be concerned that
Garrison DOIMs lack the number of personnel with the proper skill sets to satisfy their
total baseline requirements, causing the future services to be reduced from current levels.
Realignment of these common-user baseline related resources will alleviate this concern.

Contracts. Many tenant activities have existing contracts for “shadow” DOIM support
personnel that provide baseline and above baseline C4IM common-user baseline services.
The installation transition plan (discussed below in paragraph 2.3) must include
provisions for the transfer/termination of these contracts.

Security of the Network. Documentation of services will include assignment of
responsibility for maintaining security of networks and network connected devices to
include who is responsible for application of security patches. The SLAs will determine
services above the baseline.

2.3 Transition Plan

2.3.1 Phase I — Planning (Review and Analyze)

During Phase | of the transition, extensive data collection should take place to document the
current state of IT for the installation. Annex B provides a guideline for data collection. Four
deliverables should be developed: a listing of the C4IM common-user services required and
performed by tenant “shadow” DOIMs, a prioritized listing by garrison/tenant activity of

A-3



positions targeted for transfer to the Garrison DOIM in the Integration Phase, a listing of service
contracts targeted for transfer, and an initial Single DOIM Enterprise Transition Plan for
approval by the Single DOIM Concept Management Steering Group.

2.3.1.1 Installation C4IM Common-User Services. As the initial step in Phase I, DOIMs will
document the installation’s existing IT baseline by completing the data collection tables in
Annex B.

2.3.1.2 ldentification of “Shadow” DOIM Personnel Assets. Upon approval of the Phase |
transition plan, “shadow” activities will be restricted from converting the identified C4IM
support position classifications without Senior Mission Commander approval. The Senior
Mission Commander will also be the final decision authority for movement of dollars and/or
personnel resources as it relates to this Action Plan.

2.3.1.3 Initial Review and Analysis. The Garrison Commander should meet with stakeholders
from DOIM, Civilian Personnel Advisory Center (CPAC), Directorate of Resource Management
(DRM), Contracting, Local Union, Staff Judge Advocate (SJA) and each of the potentially
affected tenant activities. Overall mission of this meeting should be to lay the groundwork for
the tasking to identify and transition “shadow” DOIM resources. During this meeting, each
tenant activity represented should be provided a copy of the C4IM Services List, as well as a
copy of applicable spreadsheets with data, as recommended above, for completion, review and
validation. Because this is a collective effort that will require the cooperation and support from
several entities on the installation at various stages in the process, it is recommended that two
distinct working groups evolve from this meeting, 1) the Single DOIM Concept Working Group
and 2) the Single DOIM Concept Management Steering Group.

e Single DOIM Concept Working Group. Headed by the Deputy Garrison Commander,
members of this workgroup should consist of action officers from the garrison, DOIM,
CPAC, DRM, Contracting, Post Judge Advocate, and each of the affected “shadow”
activities. The purpose of this group is to gather and analyze all data collected, determine
the required tasks to transfer C4IM personnel, services, equipment, and network
infrastructure responsibilities to the DOIM, establish transition timelines and milestones,
and provide execution recommendations to the Single DOIM Concept Management
Steering Group.

e Single DOIM Concept Management Steering Group. Co-chaired by the Garrison
Commander and the Senior Mission Commander or their respective designees, members
of this group should consist of decision makers within the CPAC, DRM, Contracting,
Post Judge Advocate, and senior leaders from the affected tenant activities. The overall
mission of this group is to review and direct execution of recommendations presented by
the Single DOIM Concept Working Group.

2.3.1.4 Data Review. Using data collected from the tables in Annex B, garrison stakeholders
(DOIM, CPAC, and DRM) should conduct separate meetings with stakeholders of each of the
affected tenant activities to develop the initial transition plan for the Single Enterprise Concept
Management Steering Group’s approval. The initial transition plan should include: (1) validated
identity of potential “shadow” DOIM positions; (2) position transition lists, prioritized by each



tenant activity; (3) strategies for transferring C4IM common-user baseline services, network
infrastructure responsibilities, and existing contracts; and (4) C4IM common-user baseline
service, network infrastructure, and contract transition lists, prioritized by each tenant activity.

Resources. Using the tables in Annex B, a complete review of C4IM common-user
services should be conducted in order to identify those services currently being
performed by “shadow” DOIM personnel. The review should include an analysis of the
workload associated with those services and the number of work-years currently devoted
to performing those services within the “shadow” DOIM activity. This analysis will be
used to negotiate the number of personnel that will transfer to the Garrison DOIM along
with the workload. At this point, a prioritized list of civilian and military personnel to
transfer should also be developed for each Garrison and tenant activity. Where needed,
the DOIMs should meet with applicable Garrison staff elements (i.e. DRM, Contracting,
and SJA) to discuss required actions to affect the transfer of C4IM common-user service
contracts.

Concept of Operations. Using the analyzed data, each DOIM must develop a detailed
Single DOIM Enterprise Transition Plan for transferring “shadow’ resources to support
and sustain operations. The proposed plan should list actions to complete each transition
phase as well as implementation milestones and timelines. A sample implementation
timeline is shown below. It should be noted that the spreadsheet below is only an
example; actions may be added and/or deleted as appropriate.

Figure A-1. Planned Implementation Activities

Action MM/YY MM/YY Responsible
Organization

Establish Single DOIM Concept Working
Group

Establish Single DOIM Concept
Management Steering Group

Data Collection

Infrastructure & equipment transfers

Personnel identification for transfer

C41M common-user baseline service to
transition to DOIM

Acquisition strategy meetings

Preparation of Schedule 8’s

Establish SLAs & performance
measurements

Develop MOAs/MOUSs for migration

Labor / management meetings

Validation of data / listings

Personnel OPCON




IT contracts OPCON

Performance reviews

Special training needs

2.3.1.5 Phase Completion. Upon completion, the plan should be staffed through each member
of the Single DOIM Concept Working Group and submitted to the Single DOIM Concept
Management Steering Group for approval. Before proceeding to Phase Il, the plan must be
briefed to the Senior Mission Commander and Garrison Commander for approval, with status
briefings provided to the IMA Region Director.

2.3.2 Phase Il — Design (Develop and Prepare)

Upon Single DOIM Concept Management Steering Group approval, the DOIM should begin
coordination and planning with the garrison and tenant activities. Garrison stakeholders (DOIM,
CPAC, and DRM) should conduct separate meetings to negotiate with stakeholders of each of
the affected Army Commands/tenant activities. The overall purpose of this effort should be to
define roles and responsibilities clearly, refine the list of resources to be transferred by garrison
and tenant activity, develop the resource transition strategy to include timelines for transition,
develop applicable SLAs, as well as identify IT functions transferred to the DOIM and no longer
required for the mission organizations to perform.

2.3.2.1 Service Level Agreements (SLAs). SLAs will be used to identify C41M services above
the baseline identified as mission requirements.

2.3.2.2 Personnel Consolidation Strategy. Single DOIM Concept, Server Consolidation, and
other AKM Goal 3 initiatives require the reallocation of assets to support the increased
workload, which will be migrated to DOIM facilities. Target staffing profiles should be based
on proposed target architectures. This profile will result in final resource reallocation from
supported tenant organizations with *“shadow” activities to the DOIM to account for a
realignment of assets and responsibilities.

2.3.2.3 Implementation Schedule. An implementation schedule in parallel with Exchange 2003
implementation should be developed and prioritized by tenant activity. Collectively, members of
the Single DOIM Concept Working Group should determine tenant “shadow” personnel
transition order and priority. This implementation schedule should be included within the final
Single DOIM Transition Plan. The final Single DOIM Transition Plan should be staffed through
the Single DOIM Concept Working Group and submitted to the Single DOIM Concept
Management Steering Group for final approval. Once approved the implementation of this plan
must be shared with respective Army Commands and RCIOs. The implementation schedule
should include publication of the following, by garrison and tenants:

e A consolidated listing of all resources to be realigned that are providing systems
administration, help desk, Exchange, application and file servers, domain controllers,
user and workstation support, etc. Duty locations as well as position’s rating chain will
change to the DOIM.



e Funding transfers to support new DOIM organizations.

2.3.2.4 Performance Measurements. In order to measure performance and minimize execution
risks during Phases Il and IV below, the DOIM, in coordination with other members of the
Single DOIM Concept Working Group, should develop performance measurements relating to
execution of each task or activity within the transition plan to include:

e Schedule of responsibilities and C4IM common-user services to transfer.
e Schedule of personnel transition (i.e., actual versus planned scheduled completion).

e Qualitative and quantitative performance measurements, to include customer satisfaction
surveys and performance metrics.

e Mission requirements (i.e., system availability).
e Resourcing (i.e., percent personnel migrated to the DOIM).

The IT Metric Program will also provide performance standards (i.e., mean to restore,
troubleshoot problems, etc.).

Phase Il is completed with a decision briefing to the Senior Mission Commander and Garrison
Commander, with status briefings provided to the IMA Region Director and Army Commands.

2.3.3 Phase Il — Transition

This phase begins the actual execution of the Single DOIM Transition Plan developed in Phases
I and Il above. The implementation schedule will be key to the success of this phase. The
positions that have been identified for transfer initially should be moved under the operational
control (OPCON) of the DOIM until the appropriate transfer documents are completed. These
positions may remain on the manning documents of the losing garrison or tenant activity until
Schedule 8s for individual position transfer are completed.

e Using the implementation schedule and transition lists created in the previous phases,
memorandums for changes in employee working conditions should be developed by the
garrison and coordinated through the Single DOIM Concept Working Group and
submitted to the Single DOIM Concept Management Steering Committee. Included as
enclosures to the memos are:

0 Memorandum For Record (MFR) with the consolidated listing of all
directorate/unit positions to be transferred.

o Documented negotiations with local SJA, CPAC, union and garrison, Army
Commands, and tenant stakeholders.

0 Requests for the losing garrison, Army Commands or tenant activity to develop
Notification of Official Personnel Action to move positions to the DOIM.



o Funding transfer documentation for positions transferred (both government and
contractor).

Any reimbursable funding requirements for above baseline services should be
documented in the SLAs and funding streams established or changed from the losing
activity to the DOIM resource management office. Note that this action will take place
once above baseline service delivery has been approved by the EXCOM / IMBOD / EOH
process.

Documents to Military Interdepartmental Purchase Request (MIPR) Army
Commands/tenant C4IM contract dollars directly to the garrison resource management
office should be prepared and forwarded.

Phase Il is completed with a decision briefing to the Senior Mission Commander and
Garrison Commander, with status briefings provided to the IMA Region Director and
Army Commands.

2.3.4 Phase IV — Integration

Implementation of this phase relies heavily on the completion of the tasks as identified in Phase
111, Transition. Integration will be accomplished with resources being transferred to the DOIM.
As transfers are taking place it is recommended that:

Lessons learned be documented completely and staffed through the Single DOIM
Concept Working Group.

The DOIM establish a 90 day assessment period, during which a qualified point of
contact for each of garrison or tenant activity is appointed to:

o0 Coordinate all services between DOIM and garrison, Army Commands and tenant
stakeholders.

o Discuss performance (i.e., financial and operational) and identify any associated
issues.

0 Identify remedies for performance failures.

Members of the Single DOIM Concept Working Group will conduct migration status
reviews to ensure equipment, service and resource transfers are proceeding as scheduled.

Phase IV is completed with a notification memorandum to the Senior Mission
Commander, Garrison Commander, Army Commands, and IMA Region Director
confirming completion.



Annex B. Data Collection Forms

1.0 PURPOSE

This annex provides data collection forms to document the current state of C4IM services on the
installation. The following forms should be completed in Phase I: (1) a listing of the C4IM
common-user baseline and above-baseline services required and the current service provider (by
organization) for each service; (2) an accounting of the civilian and military personnel workload
currently dedicated to performing common-user services; and (3) a listing of C4IM service
contracts providing common-user services.

2.0 INSTALLATION C4IM COMMON-USER BASELINE SERVICES

Using the C4IM Services List (see Appendix 4) as a guide, record known data such as: Army
organization, C4IM common-user baseline services being provided by “shadow” DOIM
personnel, bandwidth requirements, names and number of licenses of any Enterprise
Management Systems (EMS) tools in use, as well as number of users, servers, desktops, and
other devices (i.e. visual information equipment) supported within each “shadow” DOIM.

TableB-1. Listing of C4IM Common-User BaselineServices

Organization C4IM Bandwidth EMS Tools Server Device User
Services List Utilization Population Population Population
Task
Performed

Table B-2. Listing of C4IM Common-User Above-Baseline Services

Organization C4IM Bandwidth EMS Tools Server Device User
Services List Utilization Population Population Population
Task
Performed
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3.0 WORKLOAD

3.1 Civilian and Military IT Personnel

Use the spreadsheet below to document the number of work-years within the “shadow” activity
being used to deliver common-user services identified in Tables B-1 and B-2. Because affected
“shadow” DOIM stakeholders may have to verify this data at a later date, it is recommended that
separate sheets be developed for each garrison and tenant activity.

Table B-3. Civilian/Military Personnel

Organization Position Position Position C4IM Percentage of | TDA/TOE
Description Series or Title Services List | time devoted | Paraand
MOS Task to baseline Line

Performed services task

3.2 Contractor Personnel

Use the spreadsheet below to document the number of contract work-years within the *“shadow”
activity being used to deliver common-user services identified in Tables B-1 and B-2. Record all
known data as specified below. Because affected “shadow” DOIM stakeholders may have to
verify this data at a later date, it is recommended that separate sheets be developed for each
garrison and tenant activity.

Table B-4. Common-User C4IM Contracts/Contractor Personnel

Organization | Contract Full-Time Dollar C4IM Percentage of | Termination COR
Number | Equivalents | Value Services | time devoted Date
List Task to baseline
Performed | services task

B-2
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AAA
ACA
ACSIM
AD
AEI-T
AKM
ARL
AMC
APC
AR
ARNG
ASALT
ASC
ATEC

BASOPS
BRAC

C4IM
CA
CFSC
CIDC
CIO
CIOEB
CIO/G-6
COE
COIN
CONOPS
CONUS
CPAC
CSA

DA
DHP
DISN
DOIM
DRM

EMS
ESTA

FCIO
FORSCOM
FPC

Annex D. Acronyms

Army Audit Agency

Army Contracting Agency

Assistant Chief of Staff for Installation Management
Active Directory

Army Enterprise Infostructure-Transport (LandWarNet)
Army Knowledge Management

Army Research Laboratory

Army Materiel Command

Army Processing Center

Army Regulation

Army National Guard

Assistant Secretary for Acquisition, Logistics, and Technology
Army Signal Command

Army Test and Evaluation Command

Base Operations
Base Realignment and Closure Commission

Command, Control, Communications, Computers and Information Management
Commercial Activities

Community and Family Support Center
Criminal Investigation Command

Chief Information Officer

Chief Information Officer Executive Board
Army Chief Information Officer

Corps of Engineers

Communities of Interest Network

Concept of Operations

Continental United States

Civilian Personnel Advisory Center

Chief of Staff, Army

Department of the Army

Defense Health Program

Defense Information Systems Network
Director of Information Management
Directorate of Resource Management

Enterprise Management System
Enterprise Systems Technology Activity

Functional Chief Information Officer

Forces Command
Functional Processing Center

D-1



FTE
FY

HQ
HQDA
HR
HRC

1A
IAVA
IG

IM
IMA
IMBOD
IMCEN
IMO
INSCOM
IP

ISO
ISSA
IT

JAG

LAN
LNO

MDA
MEDCOM
MEO

MFR
MIPR
MOA
MOS
MOU

NAF

NCR

NE

NETCOM/
o ASC

NetOps

NGB

NOSC

NSC

NW

Full-Time Equivalent
Fiscal Year

Headquarters

Headquarters, Department of the Army
Human Resources

Human Resources Command

Information Assurance

Information Assurance Vulnerability Assessment
Inspector General

Information Management

Installation Management Agency
Installation Management Board of Directors
Information Management Support Center
Information Management Officer/Office
Intelligence and Security Command

Internet Protocol

Information Security Officer

Interservice Support Agreement
Information Technology

Judge Advocate General

Local Area Network
Liaison Officer

Milestone Decision Authority

Medical Command

Most Efficient Organization

Memorandum for Record

Military Interdepartmental Purchase Request
Memorandum of Agreement

Military Occupational Specialty
Memorandum of Understanding

Non Appropriated Funds

National Capital Region

Northeast

Network Enterprise Technology Command / ot Army Signal Command

Network Operations

National Guard Bureau

Network Operations Support Center
National Simulation Center
Northwest



OCONUS
0OGC
OPCON

PD
POM
PPBES

RCIO
RD
RM

SDDC
SE
SJIA
SLA
SLI
SLM
SMDC
SW

TBD

TCO

TDA
TECHCON
TNOSC
TOE
TRADOC

UFR
USAAC
USACFSC
USAR
USASOC

VCSA
VTC

WCF

Outside Continental United States
Office of General Counsel
Operational Control

Position Description
Program Objective Memorandum
Planning, Programming, Budget and Execution System

Regional Chief Information Office
Region Director
Resource Management

Surface Deployment and Distribution Command
Southeast

Staff Judge Advocate

Service Level Agreement

Service Level Indicator

Service Level Management

Space & Missile Defense Command

Southwest

To Be Determined

Total Cost of Ownership

Table of Distribution and Allowances
Technical Control

Theater Network Operations Support Center
Table of Organization and Equipment
Training and Doctrine Command

Unfunded Requirement

United States Army Accessions Command

United States Army Community and Family Support Center
United States Army Reserves

United States Army Special Operations Command

Vice Chief of Staff, Army
Video Teleconferencing

Working Capital Funds
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Annex E. Glossary

Above Baseline Service. (See also “Baseline Service” and “Mission Service”) A service
required by a mission element that either exceeds the performance standard or the amount of
service provided. For example, if the standard response time to repair or restore a service is 5
working days and the customer requires a response within 2 days, that is an above baseline
service (increase in performance standard). If the standard duty day for consultative services is
10 hours a day, 5 days a week and the customer requires those services 15 hours a day, six days a
week, that is an above baseline service (increase in amount of service provided). The term
“above baseline” only applies to baseline services; it does not apply to mission services.

Army Enterprise Infostructure Transformation (AEI-T). The Army Knowledge
Management Goal 3 action to consolidate the disparate Tactical, Strategic and Sustaining Base
networks and systems that currently exist throughout the Army into a single Army Enterprise.

Baseline Services. Widely required services for which IMA recognizes ownership and has
responsibility to provide to the installation community. IMA is responsible to obtain funds for
baseline services and to provide them at the Army standard. Baseline services are those services
specifically identified in the C4IM Services List as “baseline.”

*Command and Control. The exercise of authority and direction by a properly designated
commander over assigned and attached forces in the accomplishments of the mission. Command
and control functions are performed through an arrangement of personnel, equipment,
communications, facilities, and procedures employed by a commander in planning, directing,
coordinating, and controlling forces and operations in the accomplishment of the mission. Also
called C2.

Command, Control, Communications, Computers and Information Management (C41M).
Integrated systems of doctrine, procedures, organizational structures, personnel, equipment,
facilities, communications, and information management systems designed to support a
commander's exercise of command and control across the range of military operations.

Core Competencies. Observable behaviors that underlie and define an organization's mission
and functions.

C4IM Operations. The day-to-day operations of the DOIMs on installations, the Enterprise
operations at NETCOM/9"™ ASC Regional Units, and NETCOM/9" ASC Network Operations
and Security Centers (NOSC) that include (but are not limited to) network operations, desktop
services, mail, telephones, visual information services, and connectivity to long-haul
communications providers.

*Data Administrator. Individual responsible for the administration of mission application and
the data stored. Working as the Army Commands IMO, they are responsible for access control,
content management, and purpose of mission applications.
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Director of Information Management (DOIM). An installation/garrison directorate that
provides CIO/G-6 (AR 25-1) type services for the garrison and the tenants IAW the ASCIM
established baseline services and Service Level Agreements. Additionally, DOIMs are
responsible for providing services to customers located within their defined geographic area (AR
5-9), like ROTC.

Enhanced Service. (See “above baseline service.”)

Enterprise. The full scope, extent, and relevance of an organization's business processes, and
the information and information systems and technologies that may support them. In this
context, "Enterprise” includes all of the following:

« All units of the organization, and all subordinate organizations
o Peer organizations within the larger organization.

o Business partners and other non-profit organizations through which their services may be
delivered, and suppliers of goods and services.

o Customers, tenants and other stakeholders who purchase, consume, benefit from, or use
services produced by the organization, and others interested in their behalf

o As arelated term, "Knowledge Management Enterprise” represents the fully integrated
knowledge Enterprise where business and technology processes, information and
knowledge are shared and built upon corporately.

Fixed Base. Assets in the infostructure that stay fixed in place. Examples of these can include
institutional assets (e.g. NIPRNET, Red Switch sites, etc.) and tactical assets (e.g. STEP sites,
strategic backbone sites, etc.)

Information Management Officer/Office (IMQO). The designation given to a person or an
organization within a functional area or tenant organization, coordinating C4IM requirements
with the supporting DOIM. The IMO is the primary interface between the DOIM and the
supported organization(s).

Infostructure. C4IM and its supporting infrastructure.

Installation. refers to the specific garrison/post or assigned geographic region (virtual
installation) for which a DOIM has been assigned responsibility.

Installation Management Agency. The U.S. Army Installation Management Agency (IMA)
provides equitable, effective and efficient management of Army installations worldwide to:
support mission readiness and execution; enable the well being of soldiers, civilians and family
members; improve infrastructure; and preserve the environment.

Installation Plus DOIMs. The DOIM on an installation will provide CIO/G-6 (AR 25-1) type
services for the garrison and the tenants IAW the ASCIM established baseline services and
Service Level Agreements. In addition the DOIM will be responsible for service for a defined
geographic area (AR 5-9) for identified types of customers like ROTC. In the past, not all
Garrison DOIMs were assigned area responsibilities. In the future all installations, under the




NETCOM/9™ ASC construct, will be assigned off the installation missions. This will be
coordinated with the ACSIM for the rewrite of AR 5-9. We will call these Installation Plus
DOIM’s.

Mission Services. Those services that are required by the organization to accomplish its mission
that are not common to most organizations on the installation. Installation tenant or garrison
organizations are responsible to obtain funding for mission services. In the case of C4IM
services, many organizations have IT service providers internal to their organizations that
provide the services. The mission side can also obtain those services from the DOIM with
reimbursement. Mission services are those services specifically identified in the C4IM Services
List as “mission.”

Network Enterprise Technology Command / 9" Army Signal Command (NETCOM/9"
ASC). A HQDA Direct Reporting Unit under the Army Chief Information Office / G-6 (CIO/G-
6).

* Operational control (OPCON). Command authority that may be exercised by commanders
at any echelon at or below the level of combatant command. Operational control is inherent in
combatant command (command authority) and may be delegated within the command. When
forces are transferred between combatant commands, the command relationship the gaining
commander will exercise (and the losing commander will relinquish) over these forces must be
specified by the Secretary of Defense. Operational control is the authority to perform those
functions of command over subordinate forces involving organizing and employing commands
and forces, assigning tasks, designating objectives, and giving authoritative direction necessary
to accomplish the mission. Operational control includes authoritative direction over all aspects of
military operations and joint training necessary to accomplish missions assigned to the
command. Operational control should be exercised through the commanders of subordinate
organizations. Normally this authority is exercised through subordinate joint force commanders
and Service and/or functional component commanders. Operational control normally provides
full authority to organize commands and forces and to employ those forces as the commander in
operational control considers necessary to accomplish assigned missions; it does not, in and of
itself, include authoritative direction for logistics or matters of administration, discipline, internal
organization, or unit training. Also called OPCON. See also combatant command; combatant
command (command authority); tactical control.

Region Chief Information Officer (RCIO) In support of the Region Director (RD) for IMA,
the RCIO leads the NETCOM/9™ ASC Regional Unit and executes and enforces any Command,
Control, Communications, Computers and Information Management (C41M) policies, standards,
architectures, programs, plans, and budget for all Information Technology (IT) issues within the
assigned region. The RCIO translates strategic plans and technical guidance provided by
NETCOM/9™ ASC into objectives, strategies and architectural guidance. The RCIO exercises
staff supervision and TECHCON for all IT organizations within their region and is responsible
for Baseline Services (Communication and System Support, Visual Information, Documents
Management, Information Assurance, Automation) as well as regional oversight of Network
Operations (including, but not limited to Network and Information Dissemination Management).




Region Director (RD). The regional directorate for installation management under the Assistant
Chief of Staff for Installation Management (ACSIM).

* Regional Support Command (RSC) IMOs The USAR RSC DCSIM will perform the same
functions as an Installation Plus DOIM for their assigned geographic region. The RCIO may
assign greater area responsibilities to these RSC DCSIM’s if the business case warrants such
assignment and the current force structure can accommodate the increased mission. We will
identify these IMOs as RSC IMOs.

Shadow DOIMs Government or contracted IT personnel, external to the Garrison DOIM, who
provide any of the services as identified in Army’s Command, Control, Communications,
Computers and Information Management (C41M) Services List.

*Systems Administrator Responsible for the day-to-day operations and maintenance of the
servers, operating systems, and supporting infrastructure of garrison and mission applications.

Technical Control (TECHCON) is the authority for one organization or command to issue and
enforce policy and authoritative direction concerning the use of techniques, procedures,
standards, configurations, designs, devices, and systems to another specified organization to
accomplish a specific mission(s). TECHCON does not include command authority or
administrative control for logistics or matters of administration, discipline, internal organization,
or unit training.

Tenant unit, agency, or activity A unit, agency, or activity of one command that occupies
facilities on an installation of another command and receives support services from that
installation.

Working Capital Fund DOIM_ A DOIM on an installation that is funded by the working
capital fund.

*From the DoD Dictionary of Military and Associated Terms



Appendix 1 — Working Group Charter for the Single DOIM Action Plan

DEPARTMENT OF THE ARMY
UNITED STATES ARMY ENTERPRISE SYSTEMS TECHNOLDGY ACTIITY
2133 CUSHING STREET
FORT HUACHUCA, ARIZONA 85613-7070

NETC-EST-D 210ct

MEMORANDUM FOR

NORTHEAST REGIONAL CHIEF INFORMATION OFFICER, 11 BERNARD RD,
BLDG 10, 3*° FLOOR, FT MONROE, VA 23651-1065

SOUTHEAST REGIONAL CHIEF INFORMATION OFFICER, 1777 HARDEE
AVENUE SW, FT MCPHERSON, GA 30330-1062

NORTHWEST REGIONAL CHIEF INFORMATION OFFICER, 1 ROCK ISLAND
ARSENAL, ROCK ISLAND, IL 61299-6800

SOUTHWEST REGIONAL CHIEF INFORMATION OFFICER, 1750 GREELEY RD,
STE 90, FT SAM HOUSTON, TX 78234-5090

SUBJECT: Working Group Charter for the “Single DOIM” Action Plan

1. The 9-10 September 2003 ESTA/RCIO Summit in San Antonio, TX, was an excellent
start to making the “Single DOIM” concept a reality. The RCIOs play the key role to
ensure that the coordination and integration of Command, Control, Communications, and
Computers Information Management (C4IM) processes at the installation are effectively
transformed and consolidated at the enterprise level. As an outgrowth of the productive
sessions, the enclosed charter will be the guideline for developing an Action Plan to
achieve the AKM Goal 3.

2. The Working Group for the “Single DOIM™ Action Plan will keep the RCIOs, ESTA
Deputy, and myself fully apprised of any pertinent issues requiring further guidance. The
accelerated schedule is imperative in order to meet timelines coinciding with infostructure
enhancements and integrated projects.

/]M;\ (g, COL
Encl JOEC.C
Director, Enterprise Systems Technology
Activity
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Working Group Charter
“Single DOIM” Action Plan

Table of Contents

Objective

Working Group Chair, Co-Chair and Membership
Team Size and Responsibilities

Scope of Effort

Advisory and Approval

Duration of Working Group

Required Deliverables

R b

1. Objective

The objective of the Working Group is to formulate an Action Plan to bring Shadow
DOIMSs, Functional RCIOs, MACOMS, and non-dirt DOIMs into the Army Enterprise
using the “Single DOIM" concept. The “Single DOIM™ concept supports the AKM Goal
3 strategy: — Manage the Infostructure as an enterprise to enhance capabilities and
achieve efficiencies, consistent with the Transformation of the US Army.

2. Working Group Chair, Co-Chair and Membership

Membership of the Working Group is comprised of the Chiefs of the Network
Service Centers and the Customer Service Centers within the CONUS RCIOs.

Chair: Jeanne Wasko, Chief, Southwest Network Service Center
Co-Chair: Gary Gillette, Chief, Northeast Metwork Service Center

Membership: Pam Hicks, Jose Herrero, David Mayes, Kathy Linderman, Terry
Brown, and Maureen Pearson

3. Team Size and Responsibilities

The membership will use RCIO staff expertise to contribute to development of the
Action Plan, Members and stafl experts will participate, when necessary, in scheduled
meetings (VTC, telephonically, or in person). DOIM subject matter experts (SMEs) will
be another source to assure proper identification of requirements for IT infostructure and
services.

4. Scope of Effort
The Working Group will focus initially on the development of an outline for the

E el
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“Single DOIM” Action Plan and then proceed with detailed planning consistent with the
following milestones:

Briefing of Draft Outline to ESTA Director-- 2 October 2003
ESTA Director provides guidance and Direction-- 2 October 2003
Draft Action Plan-- 14 Movember 2003
IPR (VTC) with ESTA Director-- 3 December 2003
Stakeholder Review Complete-- 16 February 2004
Briefing of Final Action Plan (700-Day Plan)-- 1 March 2004

The Working Group will fine-tune the schedule as necessary to assure all relevant
information is incorporated at each critical juncture.

5. Advisory and Approval

The Working Group will comply with the published AKM Implementation Plan and
other related documentation that supports a Single DOIM concept. This Action Plan will
not enter a formal coordination or review process until the RCIOs, Deputy ESTA, and the
Director, ESTA have approved the final plan imternally.

The staffing and approval process will be ESTA to NETCOM /IMA-RDs and F-
CIOsMACOMSs. A parallel staffing and approval will be IMA/ACSIM/CIO-G6. After
this process is complete, the Action Plan will go to the VCSA/CSA for implementation
direction.

6. Duration of Working Group

The Working Group has a term of 170 calendar days to produce and forward the final
Action Plan to the Director, ESTA. The Working Group will then remain active through
the implementation process to provide guidance and direction to Installation DOTMs.
7. Required Deliverables

The first deliverable is the Draft Outline with strategies for data collection and
structure on 2 October 2003, The second deliverable is the briefing to the Director,

ESTA on 3 December 2003, The third and final will be the 700-Day Action Plan and
briefing to the Director, ESTA on 1 March 2004.
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Advisory Group Charter
Single DOIM Action Plan

Table of Contents

Background

Objective

Advisory Group Membership

Scope and Project Milestones/Deliverables

POONME

1. Background

On 21 October 2003, Network Enterprise Technology Command (NETCOM/9" ASC) Enterprise
Services Technology Activity (ESTA) Director Mr. Joe Capps chartered a workgroup to develop the
Single Directorate of Information Management (DOIM) Action Plan as a roadmap for moving common
user services into the Army Enterprise in support of Army Knowledge Management (AKM) Goal 3.

In February 2005, the Deputy, C1O/G-6 briefed the Single DOIM Action Plan to the Installation
Management Board of Directors (IMBOD), chaired by the Vice Chief of Staff of the Army (VCSA). The
IMBOD and VCSA directed that CIO/G-6, NETCOM/9™ ASC, Installation Management Agency (IMA),
and the Army Commands work together to refine and implement the Single DOIM Action Plan.

2. Objective

The objective of the Single DOIM Action Plan Advisory Group is to refine the Single DOIM Action Plan
for implementation, as directed by the VCSA.

3. Advisory Group Membership

The Single DOIM Action Plan Working Group includes the Network Service Center Chief and Customer
Support Chief from each of the four CONUS RCIOs. The following organizations will each select one
representative to serve in the Advisory Group:

FORSCOM
TRADOC
AMC
MEDCOM
ASALT
ARNG
USAR

Ms. Kathleen Linderman of the NW RCIO will serve as Chair of the Single DOIM Action Plan Advisory
Group. Mr. Galen Pearce will provide oversight on behalf of NETCOM/9" ASC and IMA, and Ms.
Cynthia Dixon will provide oversight on behalf of Army CIO/G-6.

4. Scope and Project Milestones/Deliverables

The Advisory Group will refine the Single DOIM Action Plan as directed by the VCSA. The Single
DOIM Action Plan will provide garrison DOIMs with a Single DOIM implementation strategy and
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various templates to assist the DOIM in developing Service Level Agreements with individual tenants.
Milestones for the Advisory Group are as follows:

Revised charter for expanded working group completed 6 May 2005
Participants of Advisory Group identified by name 9 May 2005
First revision of Single DOIM Action Plan completed 16 May 2005
Draft of revised Single DOIM Action Plan presented to 3 June 2005
NETCOM/IMA LNO and CIO/G-6 for review, and
Director, NETCOM/9™ ASC ESTA for final approval
Final revision of Single DOIM Action Plan presented to 10 June 2005
ClO/G-6 for staffing

Appendix 2 - 2



Appendix 3 — Single DOIM Action Plan Status Briefing

Single DOIM Action Plan
for Common-User Services

Information Briefing
to
XXXXXXXXKXXXXX

Date

Presented by
Briefer

Agenda

» BACKGROUND

» OPERATIONAL
APPROACH

» STATUS REPORTING
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Background

OPERATIONAL RELATIONSHIPS

SA/CSA

Army CIOIG -6 &
MACOM  CIO
Have Normal Staff
Relationships

NETCOM
Forces 1 RCIO

________ oy

MEDCOM COE ARNG USAR || \
Felo Fclo Fclo Feo |
|

———— Command

« | Joint
Services

------- Direct/General Support 1
= + + Requirements/Staff Supervision |
— . = OPCON [ o
= == == TECHCON

Background

PROBLEM

» Multiple providers of C4IM common-user services

» Organizational segmentation

» Lack of uniformity & centralized control of IT services
> |A inefficiencies and vulnerabilities

» Redundancy of services across the installation

» No handle on overall IT spending

» Non-standard desktop support infrastructure

> Inefficient procurement

» Lack of performance measurements needed to
predict trends

> Reactive versus proactive support
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Background

SOLUTION

» Establish one organization to provide technical control over IT
down to the desktop: Local Army DOIM

» Make one person on the installation responsible for IT
operations: Local Army DOIM

» Consolidate C4IM common-user services under a single
organization: Local Army DOIM
» Establish an MOA between the MACOM and ACSIM / CIO/G6
* Sign a Service Level Agreement with each customer
« Introduce Best Practices throughout the installation
« Consolidate disparate desktop/server support contracts
« Improve network security and IAVA compliance
« Centralize C4IM common-user services across the installation

Background

MANDATES

Server consolidation/Single DOIM concept mandated by:

»AR 25-1, Army Information Management

»AR 5-9, Area Support Responsibilities

»AR 25-2, Information Assurance

»Army Knowledge Management Strategic Plan (8 Mar 03)
»Army Knowledge Management Implementation Plan (1 Sep 03)
»Information Management Execution Plan (1 Jul 02)

»Army Science Board Summer 2002 Study

»Clinger-Cohen Act of 1996
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Operational Approach

CRITICAL EARLY ACTIONS

Establish a team dedicated to realignment
Define realistic measurements of success
Begin open communications with tenants

Baseline cost and performance to measure customer
satisfaction

Focus on Interim Support Agreements pending release of
standard Service Level Agreement

» Demonstrate success early to gain customer confidence

YV V V VY

A\

OPERATIONAL APPROACH

SCOPE
TODAY TOMORROW MAYBE
DOL PMs USASOC
DPW CIDC INSCOM
DRM _ IG USACE Defense
: JAG MEDCOM ( funded
AAA SSDC agencies
CcPOC SMDC
ATEC NAF

NETCOM to develop
secured technical
solution

OGC LEGAL REVIEW (Feb 04)

* Comply with network security policy

» Coordinate Active Directory with NETCOM

* Report baseline/consolidation status to
servicing DOIM

* May acquire C4IM services from DOIMs

on reimbursable basis
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Operational Approach

THE WAY AHEAD
Near Term Future
(Common-user services)
Telephone/VTC Applications
Visual information
Document management / \
Information assurance
. l Functional HRC
Automation Local/MACOM Processing ARL
uniques PM/MACOM Centers NSC
l standard systems s AAC
N
/ &

Web mail
Secondary storage
Directory services
Collaboration

Web server hosting

Operational Approach

SINGLE DOIM WORKING GROUP STRUCTURE

Garrison
Commander
- Tenant
DOIM POC Representatives
*Team Management *Requirements Definition
«Data Collection «Field Assistance
«Customer Satisfaction +Policy Compliance
Survey
Resource . . Staff Judge
CPAC Management Contracting Local Union Advocate
Single DOIM Concept Single DOIM Concept
Working Group Management Steering Group
(Action Officer Level) (Decision Maker Level)
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Operational Approach

ROLES & RESPONSIBILITIES

DOIM IMOs

Lead for all C4IM common-user services

Act as liaison to DOIM

Manage Single DOIM transition

Report and track all user requirements

Provide technical direction

Alert DOIM of issues

and resolve issues

Coordinate with IMOs to identify requirements

Document all IT purchases and system

deployments

Monitor and report status

Maintain list of current users and IT assets

Document procedures and lessons learned

Provide guidance to users on IT policies

Operational Approach

PHASED IMPLEMENTATION

Single DOIM
Transition Plan
Baseline assessment

of C4IM common-user

services / providers
Draft transition plan
Business case
Resource analysis

Project Management Plan
Management approach
Technical approach

Risk management
Schedule / milestones
Measurements of success
Acquisition strategy
Communications strategy

System Engineering

Design

Roles and responsibilities

Target architecture

Draft SLAs for above-
baseline services

Personnel consolidation
strategy

Implementation schedule

Performance
measurements

Initial Transition
Migration strategy
Transition team structure
Configuration management
Acquisition

Testing Plans

Staffing Profile

Resourcing Strategy
ISAs/SLAs

Stakeholder reviews conducted at end of each phase to include monthly status reports

Continued Operations

Final transition

Lessons learned

Customer feedback /
performance
measurements

Problem identification

Remedy performance
failures
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Status Reporting

CONSOLIDATION STATUS

f;’;fjfﬁ;t;fg‘;t‘e";am T {0 Date Baseline | Date Migration | Date SLA | Date Customer
Servers enant Org Completed Completed Effective | Survey Completed
Comments:

*Scheduled

*Updated: Monthly

*As of:
For further information contact: Phone Number: E-mail Address:
No. of Baseline End State
No. of Baseline Annual Cost | Annual Cost | % Customer | % Customer
Participating/ C4M Servers | No.of End | System No. of No. of of Operations | of Operations [Satisfaction of [ Satisfaction
Non- CcaM Services No. of to State Admin/ | Personnel | Personnel | for Servers/ | for Servers/ |Services Prior | of Services
Participating | User | Services |Transferred | Baseline | Transfer | Servers Opns  |Retained by |Transferred | Personnelto | Personnel to After

Tenant Orgs | Population |Performed| to DOM [ Servers | to DOM [Transferred | Personnel| = Tenant to DOIM Transfer | Transferred | Consolidation |Consolidation
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Status Reporting

SAMPLE ACTIVE METRICS

Customer survey responses » Security incidents

Interactive Customer Evaluation « Security incident costs

(ICE) responses «  Security malicious logic (viruses)
Trouble call volume « SMS cost avoidance

Average Tier | response time / « Software configuration compliance

closure rate

» E-mail services trouble call

Average Tier Il response time / closure rates

closure rate

» File & print services trouble call

Dial-in services trouble call closure rates

closure rates

» Account management trouble call

Web services trouble call closure closure rates

rates

Y
Y
Y
Y
Y
Y
Y
Y
Y
Y
Y
Y

S S

e Server uptime

Status Reporting

INTERACTIVE CUSTOMER EVALUATION (ICE)

DoD directed, standard criteria for evaluating performance

Basic questions must be retained X \(E\
May be edited/augmented within certain limits N I \\4
Provides 12 week sliding window of performance N PN
Captures performance results monthly R

Customers may submit an unsolicited evaluation at any time

web site: http:/ice.disa.mil

¢« Manager Side
— Report Section
— Admin Privileges
* FAQ
¢ Upcoming Events

Customer Side

— Anonymous Surveys
— Instant Feedback

— Report Section

— Information Section

P R N
ALALALA LSS
A

w
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Status Reporting

SAMPLE IMCEN CUSTOMER SURVEY

IMCEN Service Desk Comment Card

wWhat is your parent arganization?: INIA |
What is the nature of repair or service provided? [tz =
Please rate the 0 Excellent ¢ Good ¢ oK € Poor O Awful & /A
technician's technical

abilit

Customer Service:

Facility sppearance: © Excellent € Good 0 oK € Poor 0 Awful & HAa
Employes/staff  Excellent  © Good 0 0K Poor O Awful & /A
attitude:

Timeliness of Service: ' Excellent  Good © ok O poor O awful & pga
Hours of Service:  Excellent ¢ Good © 0K C Poor  © Awful & H/A
Did the product or service meet your needs?: C ves € No & N/A
Please rate the Service © Excellent ¢ Good € QK Poor O Awful & HAA
Desk's averall

performance:

Satisfaction:

were you satisfied with your experience at this office / facility7: 1 ves € No & NA |

Comments & Recommendations for Improvement: (up to 4000 characters) (optional)

|

Status Reporting

SAMPLE CUSTOMER FEEDBACK

IMCEN Service Desk Feedback Report

Thank you for your feedback. ¥Your responses have been entered into the customer database and will be
used to improve our customer services.

& copy of your ratings and comments have been emailed to the manager of this service provider,

After reviewing your ratings, please close this page and return to the ICE Site

Your

Questions Ratings

Owverall Satisfaction Question Responsas

gsﬁi;?\ju satisfied with your experience at this office / o oo 979
Standard Scale Questions = Responses | AVerage Rating
Facility Appearance M7 235 Excellent
Employee/Staff Attitude Excellent 61z Excellent
Timeliness of Service Excellent eza Excellent
Hours of Service Excellent sse Excellent
Please rate the technician's technical ability Excellent 647 Excellent
Please rate the Service Desk's owverall performance Excellent 636 Excellent
Yes/No Questions = Responses %% Yes
Did the product or service meet your needs? Ves 456 95%%
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Status Reporting

PROBLEM RESOLUTION

Issue Mitigation

Tenant X un-responsive Garrison Commander escalates issue to
Mission Commander / Regional Director
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COMMAND, CONTROL,

Liat of Diractorats of Information Managament (DOIM) Senvice Level Agresmant (SLA) iOparational Laval

COMMUNICATIONS, COMPUTERS, |&gresment (OLA) C4IM sarvicas. ACEM Easoline PERFORMA&MNCE MEASURE
AND INFORMATION MANAGEMENT
sEsvices! ZEENICE HAME FE1) EuHCTION Ia3KE MIDEF [SASELINE| MIZEICH
AN AILABILITY MEEPOMEE TIME RELIABLTY FRIF OB
Communications
150  [Svstems and
15.1 [TalephoneiFay Services g W
15.1.1 Tihephomne
Frovice dial Ions serdcs (voloe and daa] on goySTeEnL propeny 22xT (55 schedusd LAmart 525 rallabiiy
45194 o connect 30 any locadon woricwide. {Does not nciode usage by WECE X daan Tme az ceflne In T
CLUSTomEr]. MA=TICE)
Frovide Dual Tone Mul-Frequency (DTMF) pe teiephones. 2&KT (ess scheduled | Add, mowe ar Mzt SE% redlablity
domn fme) remiréal within £ fas defln=d In IT
working days of AA=Tirs)
15112 WEGE X request
1544 Frovide digial el=phone sersice. One Hme charges for sguipment %
o perchaze when asoroorase.
nestal and maintain fscsimie dnzs for FAX machines. Frovide o 2&KT (ess scheduled | Add, mowe ar Mzt SE% redlablity
e end user the capablly io send and recetve documeni imag=s domn fme) remiréal within £ fas defln=d In IT
within and ouiside fe &smy communky. Features Induds fax working days of AA=Tirs)
15.1.14 broadcast, siors and forward, Tansmission receiot, and non-secure | MXGE X meques]
fan 10 be peromed by any device.
IRE (Caiiing Foohros
Frovide Ceniral Sifice {C0] swiich fealunes = g. call forssrding, 2l
154131 fraresler (3aay conferencs |, conferencng {up o & pardes], rng X
- again, last number nedisl, call plckup, spe=d dlaing, caler IO,
mtomatic ring down sersice, and oters.
e Frovide Imegrated wilos conderence bridge (mor= Shan & parties). ¥
=B PSS
1513 Wirelne Acceds Faafres
Frovide (oficial) wse of sendoe fo centml offices, ol tanks (2.5,
ocal, Fed=ral Teecommunications Sysiem [FTS], Intzmaticnal},
CEM (Defense Swhched Metwork], and Govemment tsephone
sysiemsisersioes.  (Cusiomer musd reimbures the Invecimeanis
15.1.31 raquired fo Inltaks new cordosc. Suctalnmansd, affer inldabcn, X
noluding currently sxlsing capabliitiss, ls provided on a pon-
ralmbaurcabls bacis. )
Frovide (enofMcial) uss of sendos for miitary Rousing oCcupants
ard cther unofidal subscrisers when servces from a commerncial X
tedmphione company are not avaliable. (Uszaly only In oserseas
aress. |
Frovide (on-post) aocess o sendoe for the Tansmission of officla 2&KT (Jess scheduled Mzt SE% rellabifty  |Frowide aver
govemment business throughout the nsalation. This serdce ks domn Tme) [for swiich (a5 defined |S5% suDces:
15.1 resticted from access o local commencial (e.g. FTS), BSM, and WECE X n [T Metics) on local foff+
commential long dlstanoe
1514 Tedephome Flrowal
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COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERS,
AND INFORMATION MANAGEMENT

List of Diractorate of Information Managament (DOIM) Service Level Agresmant (SLA) iOparational Lavel

grasment (OLA) C4IM earvicas.

ACZIM Sacaling

PERFORMANCE MEASURES

BEEVICE NAME BIP EUNCTICN IAgKS MOEF [SABELINE| MIZSION
AVAILABLITY RESPOMSE THE RELIABILTY FERF ORMAKCE CAPALITY v
‘Opemie and maintain an Instalation wlsphone swich Arewal. [A
firewall heips sacure your ememriss agaiest many sulnsraniltes,
noiuding: hacksr acoess o modems. Remaeal of proprietary or
classified Information fom S entemise via unaozsd
modems. Toll frawd Jmproper use of fax or cther [ines dor parsona
15141 wokce cals or ofher unacthorzed purposes). Acosss bo 1-500 and X
céher costper-call rumbers. Aocess io unauthorzed Imsmet
Serdice Frosiders $5Ps). (0 capablity currently siwsdc, tha
sarvios ic provided ac Sacaline. Customsr paye for
ectablihing wograding or expanding carvice)
e Tolephone Switch Oparanon
== SOrwoes
e (Opemie, malmain, and upgrace tizphone sstiches, remooe — = 0700-1700 cally on nor
- swhches, nodes, and FEXs. holday workdays
15.1.5 Operslor Sevvios
Frovide atisnded cpemior senices or anomated ab=ncant Afi=nded suppor: 07 O0-| WWhnin three fngs. |Wset S8% relabiiy
sEnvicEs. 700 on non-holiday  |for both atiended  [for swiomated
15.1.61 MECE X workdays; aviomalzd  |and auiomates wtamcant sardoe (A
support senvioss 2EX7 |aendam d=ned In IT Metric
1517 Sarvice SUpPoI
ReCElvE, doCUTEnRT, assign, and manior troubie Sckets (11 O700-1700 cally 0n nond Cpen sounie toket
1547 MXCE X holday workdays within 30 minctes
of notificaton
Frocess service orers (program swiich, updats assignments 07031700 cally on non Frocess Serslce
15172 =aiend senvice fo customer) and Trochle Tickets {lest, froubieshoot | n g " holday workdass Orders n 30
and repalr) for all approved moves, adds, and changes {MAC) minuies ar l=ss
requirsmenis
Frovide local touch labar (roubi=shoming, reparing, changing 07001700 cally 0n nond Touch abar
[ cable pairs, =ic) holday workdays suppart wiiin 2
5173 MXCE ¥ et
Frovide heip desk | sysiems management data analysk: noudes 0700-1700 cally on non] issee daly
15.1.74 Reeip desk manag=ment inol and ouwimsts associsted o rend MXCB X holday workdays Ferformancs
analysis and heip cesk performance Reporis
Mofications sent
e Frowide Hmeiy notifcatons by the heip desk of panned or o - no ezt 24
== urplanned sysiam makntenance or degradation. noirs priar o
schedulsd cutage
Send ow CUSIDMET SAISACTion Sarveys ATlSr Compleion of work. 07001700 cally 0n non Sureys sent winin
1EATE MXCE X holday workdays 3 working cays of
work CompieTion
Feview and analyze Ossiomer satistacion sunseys and intise 0703-1700 cally on nond Folow-up wk
1EATT fiolicw-up and corecive acion.. MXCE X holday workdays comsciie actian
within 2 working
g
15478 Frovide bilsirvokes to cusinmers for senvicss recsived on a — X 0700-1700 cally on nor
monthiy pasls holdaw workdaes
e Genermis menthly Fvaicing by Fersonal denincation m.rr'ne'lF'IN:- .
by Telephone Conirol Officer {TOO)
4EATAD Feceive {mondily) payment fmm customers for reimbursabie — X 0700-1700 cally on nor
- sEnvices. holday workdays
15.1.5 Vioica Mall Box
Frovide voloe mall box senios 24¥T (ess scheduied  |Whnin S working  [Wisst 585 rellabify O 1] ey Cne
down Ime) days of requess 5 defines In IT Instalaton user and 1
MASTCS) 13 In
15.181 x zame
g
year
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COMMAND, CONTROL.,

COMMUNICATIONS. COMPUTERS,
AND INFORMATION MANAGEMENT

Liat of Diractorate of Information Management (DM} Service Level Agreamant [SLA) idparational Lawval

grasment (OLA) C4IM earvicas.

ACIIM Eacallng

PERFORMANCE MEASURES

sesuced

LEFVICE MAME F1 EUHGTION IARKE WMDEF (SASELINE| MIZSION
AN AILABILITY RESPOMSE TIME RELIABILTY FERFORMAKCE CAPACITY
Fhaone seis wil adverise wallng messages visualy andior audloly.
(Customar must relmburce the Investments requirsd to InElals
. new gardioac. Jusialnment, after Inlbation, Inoluding surrenily
15122 sulcting oapabliiiss, le providsd on a mon-raimbarsabls bk, )| X
inslagraied Voice Messaging (Customar must relmburce the Investments requirsd to InElals
System [TVME) S Call Managoment |new cerdices. Jusiainment, atter Inltiation, Inoluding ourrenily
ic 4o Syslem saicting oapabliibes, ls provided on a non-reimbarcabie basic.)
515
Frovide voloe messaging transmission, recepiion, and voke
1E154 message storge 24 hours-per-day except for perodic X
- maAlTETAncE soanime. accesskie aywhene and anylime. Exch
WIS shal be iniemosmpke wilh DEN
15153 Fhaone seis wil adverise wallng messages visualy andior audloly. X
M Frovide a WS serdice whn Inleraction with DTMF signaiing. X
45154 Frovide user securty «ia password management. X
Frovide a user resiew of message{s} betors release, with opdians to X
e only, send, and delete.
1Eqzs Frovide user Tansmission and recelst of messages for opficnal X
i access and storage for future retrieval,
45157 Frovide a notfication method of non-delvery of messages. X
15122 Ercvie call ansaerdng with personal gressing. X
15455 nchudes a cal tansfer and an sscape fealure, X
11540 Frovide cplions 3o edh only, send, delste, user revies of X
- message(s} belore reiease of messages.
e s on oL call group and e
e up Swich programimingHeatures =
45110 insdaliadion Caibée Plant
hmat SE8% nedlabify 10ME o the deskop
24T Jess scheduled [farr the Infrastructure
15 1 P - = core ¢
5110, rovkce and mainiain commen-user infrasiuciore MECE X somn fme; for the P ——
Infrastruciure Msrics)
15.1.10.2 Frovide and mainiain mission specific infrasinciure. X
yE140.3 Frovice Insialation and malni=nance serdces for mission-specic X
— requirements
nspect and maimiain underground cable enciosures (manholes. O703-1700 dally on non Inspect
15.1.1004 Randhobes, pull Roles, and vauks). M¥CE X holday workdays g rege
Ireguirsg
Mainiain an siecronic & hand copy Flant in Flace (FIP) drawing O703-1700 dally on non Fod e dramings
lorary. holday workdays within 2 working
15.1.10.5 MECB X Says of reguined
chang=s
Emergancy Communlcations
15.2 (CMErRancy Lommunieations. B Ll
SEIVICES -
1521 Defonss Switch Notwork ({DEN]
nciudes MuliHLeyel Prececence and Preempdon {MLFF) opbion hamet 5% rellabiHy
15211 MECL X a5 defined In 1T
hirics)
e Defonse Red Swilch Nefwork
i (DRSN] Servios
ez q Frovide secure red swich support. Frovide cusiomer aco=ss s X
- requirad.
[—— intogratod Seraicas Digirad
i Watwoik [TEONT
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COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERE,
AND INFORMATION MANAGEMENT|

List of Diractorats of Informatlon Managemant [DOIM) Service Level Agresmant [SLA) iDparaticnal Leval

agragment (OLA) C4IM sarvices.

ACZM Eacalina

PERFORMAMCE MEASURES

scsvce

AEENICE NAME F EUHCTICN TAZHE MIDEP |SAZELINE| MISEICHN
AVAILEBILITY MESPCMEE TIHE RELIABILTY FERF ORMARCE .
Frovide Primary Rate Invterfsce (PRI and Basic Rate interface 28xT (Jess scheduled Mizet 58% redlabify L= 2]
(BRI acoess (for video teieconferencing [WTC], secure telzphone domn Tme) |as definzd In IT one
equipment [STE] e} M=Tics) auth
MECE X
Frovide usage and squlpment - Ed
Govamment Emergency
1524 Tohecommuricaiions Senice
(EETE] Faderal Emargency
Mareeemenl & ooy (FEMA)
Ry ESADE rEpOfis. Issus, malmiain, and delete FIN numbers D7 00-1700 dally on nor lsseed whinin 1
and calling cands. holday worsdays weork. day of
15241 MECE X requesl; deiele
socoents on a
ppeeihy Dasly
\Cassiomer pays wsape charpes - b4
SafetpSecunineOnher Chcuits
Cesign, Instal, and malmtaln 0& or local reguiadon direciss Z8xT (ess schedued | insial winin 1 Mizet 55.9% relizblity
croahisisys e.g., frz alarms, Inrusion alarms, elsvaior domn Tme] working wesk ol |{as geflnsd In T
emengency Intercoms, telemetry, and cther salstyisacurfy systems) WECE ® request. Repalr, B |Msfrics)
amd montorngiconinel systems (e g., waler, fus), command requires, whnin 1
destuct transmitters, read back r=cefvers, range operabions fight working day.
Derminaon sgunmentsoiisame
Cesign, instal, and malnialn misslon speciic monHoring circuls x
Frovice oommercial subscriber Ines and iansper: channeis (=g,
(O Fremize Extensions, Foreign Exchanges, Teecommuting) b4
jEaz4 *aimiain post buge pubilc address sysem and spedalzed oo WECE ¥ 28x7 (ess schedued  |Repalrwhnin 1
peblic address sysiems |domn fme) e
152 E #1 F al 11 Emergency Sonvice
Frovide 511 Emergency S=nvice susport 28T (ess scheduied  |Repairwhhin 2 Mizat 55.9% refiablky
18261 MECE X domn Tme] TS as geflne In 1T
Mi=Tics)
rput govemment i=ephons work. orders Inte the 2311 telsphone 7 00-1700 dally on non| Wark Crder iInput
1E2E 3 company {teicn) data base and assist In recondliabon of Publlc WECE ® holday workdays within 1 working
‘Salety Anzwering Poimt {(PEAP} emors and miltary numcers dy
proefded @511 sepdice
T \Coordinalz 3112511 Inteface with iocal Emergency Acion Cener —— - D7 00-1700 dally on non
- LEACT holday werkdays
nieface fhe 2511 system Inchading She Fine Depariment Telephon= 07001700 dially on nor
‘System, Telecommunications Desice for the Deat (TOO) support holday wosdays
15254 neiEnnOnE ANTWErng Sysoem, awmomated number and kacation MECE X
miormaticn, and comzuter aided dspaicn.
1527 Serwoe Support
FerEive, document, assign, and monior troubde Sokets (TT) O700-1700 dally on nony Cpen Toudle tioket
15274 MAGE ¥ holday worsdays within 30 minutes
o nethication
Frocess serdce orders (pmgram swiich, updais assignments O700-1700 cally on rom| Frocess Serslce
152732 =iend senvice to customer) and Treokis Tickets fiest, froubieshoot | o0 x holday womdays Orcers In 20
- and repalr) for 2l approved moves, adds, and changes (MAC) minwi=s ar =35
requirsmernts
Frovice local iouch labor (ircekl=shooting, repaking, changing C700-1700 calty on nor Touch abor
e cabie pars, eic] holday womdays suppart wiin 2
5273 MECB X working days of TT

Appendix 4 - 4



COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERS,
AND INFORMATION MANAGEMENT)|

Liat of Diractorats of information Managament (DOIM) Service Level Agresmant [SLA) idperational Lavel
Agrasmant [DLA) CAIM sarvicas.

AC2ZM Eacaling

PERFORMANCE MEASURES

ZESVICES SEENICE MAME EIP EWHCTION Iagws WIDEP |SASELINE| MIzsioN
AN AILABLITY RESPOMEE TIME RELIABILTY FERF ORMSKCE CAPALITY WL
Frovide help desk § sysems management data analysks: ncudes D700-1700 cally on nord lssee daly
15.2.7.4 Relp desk management ool and ouiputs associated to trend MACE X holday worsdays Ferfonmance
analysis and help gesk parformance. Reporis
Mofications sent
yE27s Frowide Hmedy notiicadons by She help desk ol planned or MxCE " mo less hat 24
unplanned sysiem mainbenance or degradation. hiowrs prior 1o
scheculed cutage
‘Send ouf customer sadsfaciion sureeys afler compiedon of work. D703-1700 cally on nond Surseys sent afhin
MEGE . holday workdays 3 worklng cays of
work completion
Review and analyze cusiomer satisfacion surveys and intiate O700-1700 daalty on non Folow-up with
iE277 follow-up and correcive acion.. MxCE " holday worsdays comeciive action
'within 2 working
=
iE27z Frovide bilsinoices o cusiomers for sendoes recsived cn a MxCE " D703-1700 cally on nom
— monthly basls. holday workdays
[ Generais menthy Fvoicig by Fersonal Idemancation m.rr'nrlF'IN:- .
. by Telephone Corral Officer {TCOL
e 2740 RecErye {MOonTily] DEyMEnt Shum Cusiomers for reimbursaie MxCE ¥ D7003-1700 cally on nom
— senvices. holday workdays
sgoe, mantain, and deete FiMs for DSNiomer Emengency D703-1700 dally on non lsswed whnin 1
\Communications senice for insiallaton cusiomers, miltary holday worsdays weork day of
15271 exercises, and Inssaliabion conmferences. MECE X request; delele
soooents on 3
wmekly Dasls
15.3 Wiralass, Radlo, and Satellits - -
(Caiular £ Pavsona
Communications Sysiem (PTE)
14 Prowide cxil phone desice and usage. X
Fagar Sevvioe
1 Frowide Imernal organizational pagers and usage. X
Z Provide commercial pagers and usage. X
Farsonal Digitel Assistant (PDA)
Wireless Senvice
Frovide Persoral Dighal Assisiants [POAs) and sarsice contracts. X
Frovide PDA. cevice and usage ¥
Mon-Tacticad Trunked Radios
(NTTR) and Trunked Radios
Frowide namow band digha’ trunk mdio sareioe. 2ExT (ess scheduled Mmat SES rejlabliy  [S5% acoess
18341 MECE X domn Tme) a5 defined In 1T
MieeTics)
s Aalniain NTTR Infrasruciure and services CTO0-1700 dally on nom
— — . holday wordays
Malmiain NTTR radiosidevices & perpheral devicesTeatures (nam- 0700-1700 cally on ron Repalr
nfrasTucture) holday worsdays mdios/idevices
'within S working
days or efum o
18.34.3 MECE X manufaciorer.
Cusiomer given
“loaner”
repiacement in
pimde
344 Frovide end-user mdic device: F
15.35 Naon-Trinked Rodios
SRV RO 1 OO A ST T T TR
— and non-tacical singe and melll channel mdic sysiem. This
S nciudes cther single channel, m hanns frequency dependent =
equipment notowdined as a radio system
Frovide Kon-trenked radic sysiems support. X
Froide Mon-Trunked & Tactical Raclos X
Spaciium Mansgoment
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COMMANRD, CONTROL,
COMMUNICATIONS. COMPUTERS,
AND INFORMATION MANAGEMENT

Liat of Diractorate of Information Managament [DOIM) Service Level Agreamant [3LA) iDparational Laval

grasmeant [OLA) C4IM earvicas.

ACIM Eacalina

PERFORMAMNCE MEASURES

LESVICES LEEVICE NAME &LF EUHGTION IAZHE MIDEF |SASELIME| MIZSION
AVAILABLITY MESPOMSE TIHE RELIABILTY FERF ORMAKCE CAPALITY [
Frovide spacirum coorcinagon seppart b each unt, organtzation, D700-1700 cally on nor
e or acthtiy auihorized e uss of frequendes in sccordance with e - holday workdays
== {LAW) appicabie Army Reguiation (AR) 5-12 and local
supniemental reguiations and procedures.
Fequest coordinate, update, and assign radio fregeencies o 07001700 dally on non] Assign frequencies
153532 supoort miszlon reguiremens and svi=mal agences cperating In MECE X holday workdays within 2 working
e local soechoe e
. cientity Instalation frequency requirements 0700-1700 cally on nor
5353 MECE X holday workdays
Azsist Imstalaton unis in oolaning fregeency assigrmenis and 07001700 cally 0n nond shnin 1 wesg af
15354 cizarances for operations, fraining, and equipment acquistion. MECE ¥ holday workdays schedulsd exsrise
- mpl=ment polcy and guidance AW AR 512 O700-1700 cally 0n no
E3EE MECE X holday worsdays
1537 = m
- MARE)
15374 Frovide ausiiary communicadions for mikary, o, sncior dlssisr X
- oficins during oeriods of STergency
15372 Amslst n efecing nomal communicalions wnder smergEncy X
i condtions.
1532 Communicedlons Towars
07 03-1700 cally on o hm=t SS5 redlabiity Imp
15.3.8.1 Maimain common user senvices communications lowers. MXCE X holday werkdays as gefined In 1T
MASTCS)
15352 Frovide tenamss required space for missicn amennas on common- | oo X O700-1700 cally 0n no
e inwers. holday workdays
[P restall, malniain or provide iower modfication for mission amsnnas X
235 (O COMmImOn-user ioweers
15.3.5 Safailing CommLTRCatong
Frovide satelHe communicaions support proCUnEmEnL
15.3.5.1 request for serdce, foubleshootng, repalr, waranty) and saelbs X
CTCNE USAOR CRArces
Frovide access o & Standamiized Tactical Entry Point {STES) and X
Miftany Strasagic and Tacdcal Refay (MILSTAR
Frovide user represeniatiee sopport, order keys, ey InsTuments, .
and cocrdinale support requirsmeEnts for indium.
Develiop requirements, prooure terminais, install squipment, and
18.324 cperate teminals for inemational Marfkime Satelbs (INMARSAT)L X
15.3.10 SOrvice SUppor
Feceive, documiens, assign, monkor, and cioss Toubie fickets (TTL 07001700 dally on non] Open Touble ticket
15.3.10 MXCE X holday workdays within 30 minctes
of notificaton
Frovide local touch labor {trosbi=shomiing, repairing, =ic) 07031700 dally on non] Touch kabor
I holday workdays suppart wiiin 2
15.3.10 MECB X ' '
e working days of TT
Frovide heip desk | sysms manag=ment data analyshs: houdes 07001700 cally 0n nor Esee daly
15.3.10.3 Reeip desk manag=ment ool and owiets associsted o irend MXCB X holday workdays Ferformancs
analysis and heip dest peforance: Reporis
Mofications sent
153100 Frovide Hmely notificadons by the heip dest of planned o MXCE X rics Iess That 24
erplsnred sysiem malntenance or degradation. moars prior io
schedylsd cutage
Frocess installation Service Orders (program safich, updase 0700-1700 cally on nor
15.3.10.5 assignments, sriend serics io customern) and repair Troubls MXCB X holday workdays
Tickets fi=st ircubleshoot & repair).
Send out CUSiDMET SAIs*arion sureeys aflsr Compision of wor. 07001700 cally 0n non] Surdeys sent winin
153106 MXCE X holday workdays 3 working cays of
work CompieTion
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COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERS,
AND INFORMATION MAHAGEMENT

Liat of Directorats of Information Managament (DOIM) Service Level Agresment {SLA) /Oparational Leval
agrasmant (OLA) C4IM earvicas.

ACZIM Sacsling

PERFORMANCE MEASURES

LESVICES AEENICE NAME E2F EUHCTICHN Iazss WDEF [SASELINE| MIZEION
ANMAILABLITY RESPOMSE TIME RELIABLTY FERF ORMAKCE CAPALITY WORKLOAD
Feview and anayze oesiomer satisfacion suneys and Intiae O700-1700 dally on non Folos-up ek
Fecr e fodlow-up and correciive acion.. holday womdays comective action
E.3.10 MECE X -
'within 2 working
_ ___ days
cai0E Frovice bllsdnvoices to cuslomers for sendces recsived on a —— ¥ D700-1700 cally on non
monthiy basis. holday womdays
5 340s Recerse {mondly] payment fom customers for reimbursadie — ¥ DF00-1700 cally on non
senices. holday womdays
15.4 Widen Telgcontarence [WTCH N -
15.4.1 VTC Sl
‘Cperaie and mainsain sensitive Dt unoassifed (SEU) and 12 hours'day ¥ 5 35 % fuily operationa Oz (1] per
SECRET comman wser WTC Studo {Scheduie, faciitale, and daysisest, opematicnal WTE circuitis) and Instalaton.
malnisin Det=rge Information Systems Mebwork [DESN) Video DE00-1800 {local tme] swiichies). Addtional VTC{s] ¥
45414 ‘Securs Giobal {DEVE) sulle 1o VTC Studio). MECE ® cn nonhollday recuirEments excesd
weekoays. Scheduing schedue capabily
and facikating incuded
15412 Frovice WTC protocol capablBes above H 330 as reguired. X
15432 VT Briape
45424 \Opemle and mainsain a VTG Erdpe (SWCh) o alow mumEpke: .
o sessions and muliole useTs per session.
1543 Aission Specific VTG Service
Frovide mission spedfic SBU and SECRET WTC service as
15431 reguired (e.g., dassrocom, Tansporable, command and control, and x
ceskiopl
1544 VTC Technical Suppoit
Frovice design and Instaliation advice and iechnical support for O700-1700 cally on non
15444 WTC MxCB X holday workdays
1545 Serwice Support
Fecene, doCUTEn:, assign, and monfor troubke Sckets (TT) O700-1700 cally on nond Cpen Toudie ticket
4545 MECE % holday workdays within 30 minutes
of notificadon
Frovide local fouch labar (trowbl=shooting, repaking, sic) O700-1720 cally on nond Touch kaber
I holday workdays support wisin 2
g4z ¥ ¥
5453 MXCE X e e aaTa
Frovide heip desk / sysems manap=menrt data analysis: ncudes O700-1700 dally on nony lsswe dally
Relp desk manag=ment ool and owiets assoclated o trend MECE E holday workdays Ferformance
analys's and help cesk performance BApors
Motfications sent
15454 Proside Hmely noticadons by the heip desk of anned or _— = i |ma St 74
== unplanned system maintenance or degradation. niowrs priorio
schedyled cytage
Frocess insialladion Service Crders iprogram sahch, updae D700-1700 cally on non
15455 assignments, =xiznd sendce % customer) and repal Trouble MXCE X holday womdays
Tickets fi=st troubieshoot & repair).
‘Send out customer sadsfaction sureeys afler compledan of work. D700-1700 cally on nond Surseys sent wkhin
NE4SE MECE % holday womdays 3 worklng cays of
WOk COmiETon
Review and anayze cusiomer satisfacion surseys and Intlate O700-1720 cally on non] Folos-up with
HE4ST ficdlow-up and correcive acion.. MECE % holday workdays ::rr:cl_h: acton
within 2 working
="V
iE4SE Frovide bllsidrsoices to cusiomers for sendces recsived on a MECE % O700-1700 cally on nom
. monthly basls. holday werkdays
[ — Secele {monily] payment from customers for rmimbursable MXCE ¥ O0700-1700 dally on nom
- senices. holday workdays
|SpeClal Furpeas
15.5 Speclal Purpoas B -
|ICommunications Seryices
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COMMAND, CONTROL,

COMMUNICATIONS, COMPUTERE,
AND INFORMATION MANAGEMENT

Liat of Diractorate of Informatlon Management [DOIM) Service Level Agresmant (3LA) iOperational Laval
Agreemant (GLAJ C4IM sarvicas.

ACEM Sacallng

PERFORMAMNCE MEASURES

ARDL S HEUE

SN

Ret-E Y

SABELIMNE( MIZEION

ﬂ.‘ulr’.ll_‘u_l] LITY

MESPOMSE I'EL

RELIABILTY

FERFORMARCE

Mag Lines, Flold Phane Lines,

=

=]

l [E
£

waorking days of the
=ndl of the month

= Rarsge Phongs, and Conferonos
15544 nesisll aned maintain mag Ines and dial Ines for A=id unks ai el
55!
@rop locabons.
restal and maintaln rang=feld Ines and telsphones (DORUS) 2457 (ess schedued  |TToCiETS COMMECE et BB rellaEly
15593 MNCE x down Ime) within 1 working |as definsd In IT
days MA=TiCE)
nesiall and mainsain mngatieid Ines and teephones (DCOMNUE) X
nsial and removs teisphones for conlerences. b4
Ti honss Saifing Savd Sarvices
ssze and adminisi=r commercial {e.3., FT5} iefephons caling 07 0:0-1700 dal iy on nond lsswee calling cards (Conduci annua
icands, produce call detal reports, 2nd procsss reimbursabie holday worsdays within 1 work day of] reslEa and
bilings. Monhor caling cand usage for abuse request. Call desal resalidation of
reporis due wihin 5 assign=d calin
15521 MXCE % N 2 ¢

COns.

Costof callng cards

Toll Fros Service

Subscrds o ol free service (=g, wa FTE) S00, BES, 77, el
Seriomms &0 annual resley and ravaldation of assigned Inbounc
Dol E Umbers

X
X
15.54 Wetiline Telophone Servioe
e rsisl and maintain feo-Ine islephones and elechronic k=y systems X
Digliad Subsoniber Line (DSL) ana
Asyrchronoes Dighial Subsoriber
Ling (ADSL}
nesiall and mainsain or provide access o OSL / ADSL Inss far
senvices other than Intemet access, which will be provided sla X
MIFRNMET.
Frovice local cedicaied poini-o-polnt voice and data services. b4
Talscommunlcations
15.8 Contlnulty of Operations _ W
: COOP) and OPLAN Support =
Services
15.6.9 COOF Aol sirastion
15511 mpl=ment and sxercise SOOF for oftical portions. of ILARACAMY MICE ¥ D7 00-1700 dally on Ron
o atwore COperations Cemisr. holday wokdays
Frepare, menkor, and evaluaie SOOPs with supported t=nant O700-1700 dally on mon 'Aieskly backup
15512 acthify. MECE k4 holday workdays siored =i ofshe
ocadon
15,53 Disasrer Recovary
. Segiore criizal metwore sardoes in event of disasher. D7 00-1700 cally on ron Resiore aiin 24
g5z MECE X holday wokdays ficirs
idalniain prooedunss fo premars for reoovery of network Information 07 001700 dial by on o ‘Wieskly backup
1552 3 from dls=asisrs and evecuis preparaiony Proosdunss. MECE k4 holday workdays siored =i ofshe
ocadon
15.7 B W
Foundational Servicas
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COMMAND, CONTROL,

COMMUNICATIONS, COMPUTERS,
AND INFORMATION MANAGEMENT

List of Diractorats of Information Managament (DOIM) Service Level Agresmant (SLA) iOparational Lawvel
Agrasment [OLA) C4IM sarvicas.

ACIM Sacaling

PERFORMAMNCE MEASURES

SERVICE S BEFENICE NAME EUNCTION IAgKS MOEF [SABELINE| mizsioN
AVAILABLITY MESPOMSE TIHE RELIABILTY FERFORMAKCE CAPALITY
H5.7.1 Spaciim Mansgoment
15.7.1.1 Frovikde a Fraguency Soecium Marager. MXCB X
e Lang Howl and Commrciol Loase
o (Cirouits
e e, acIount far, and admiizir iocal and lang-hau lsases MECE ¥
circults with Difenss Information Systems Agency (DISA)
5722 Fian dlverse andior sitemaie routing as regquined. MXCB X
15723 (Gnder, accou or, and adminiseer local cinoulls with commenca — X
camers.
A Communications Faciliias
Fian the martenance of common wser ssreloes communicatdions — X
toweers and ailocaie space on those iosems.
Validale anc updaie T number of cabie palrs wsad for cabie lease | L0 X
agresments
P Mdalriain, Tum in for callomiion, and upcate Tes: Meassr=ment — .
- Ciagnostc Equipmen: (TMOEL
15734 Flam ransport nequiremerts for LANICANANAN MXCE ¥
Engineer tel=com Cosets, cutside cable plam {fber & copper], anc
naide wiring for mincr constnaction projects. Upgrade and meaintsin
15735 nazaliation telscom sandands wikzed in soldiation or conracthua MXCB X
ciocuments. Frovide fisld svalusion repors on confrcior
ceriorTarce
Flan and manage crcuk Insfalabon and mant=nance seraces MXCB X
e Deweiop COOP for cibical pordons of LAMCARY Rebwork — .
Opemtions Centar.
Ceweiop plans fo restone orfical netwark senioss In ewent of — X
s,
1574 el PDA Contract
- Aciministraficn
Frowkie oxl phone and pager senics contmct wehide. MXCB X
Frowiie wireless FOA coniact vehice MXCB X
Sorvice Level Managen
Frowice techrical suppaort 10 garrison sereice evel agreemem
manager in defining ihe C4IM servipes fo be provided, MXCE X
responsibifies of each party and senipe perommancs measrss in
support of ESA developmen.
Support the govemment In negodations with DoD levs flies
and cusiomier aganizaions, Including depot tenant aciivies. The
5.7 52 riErservics Support Agresments {IS5A) wil formaily define the MXCB X
servicss o be providsd, responsibliti=s of sach party, the kel and
qualty of the seraloes prosidsd and response Imes
Frepare, coordinaie, negotiais, monkor, measwre, svakate, and
5753 report basedne and above-taselines service deilvery and supportto | MXCB X
eadership and customens
(Conduct financlsl analyses io determine ol costs of sendoss
prorstded through the wse of Acivity Eassd Costing [AEC). Develap
Service Level Agreemenis [SLA], defne the senvicss io bs
prorstded, resporsioiities of ssch party, the evel and qualty of e | MXCB X
senvicss provided, responss ime and amounts and methods for
remburs=ment. Perfarm fnancial managsment of [T sereices
#enciicns and perfom incident and prodiem management Rncions
15.7.6 T Matrics
T Rsper: e requiEments, avalabily, and perermarce T ameent | L .
servics deilvery and capabiftes
[ el Produciivity Mansgpemont
- Raiaw
15.7.7.1 Frovide Ingt to the INMA Productishiy Manspement Reslzs MECB X
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COMMAND, CONTROL,

COMMUNICATIONS, COMPUTERS,
AND INFORMATION MANAGEMENT)

Liat of Diractorate of Information Managament [DOIM) Service Level Agreamant [SLA) iOparational Leaval
Agrasment [OLA) CAIM garvices.

ACIN Eacaling

PERFORMAMNCE MEASURES

UESucSs  EEMCE NAME wE EUNCTION Zagus MOER |SASELINE| WIS SION
ANAILABRITY RESPONSE TIME RELIABILTY FENFORMARCE
16.0 fllzualinformation.
181 [Foundational Senvices - W
16.1.1 Foursdalion Sanioes
= = i —me A SpeT
1E144 an fior and provide al funcHonsiserdices authorzed on DA SEE MU ¥
Flan, evauals, and review V1 equirements and projects.
16.1.1.2 Coordnalz, schedulz, monhon, and ensors that all Vi suppaort MUAM L
SUSpEnses ane met
Receive and process work orders using Yissal imloematdion
16.1.1.% Myriomated Managsment Sofwars (VIAME] or olhsr work onder MUTM X
sysiem.
Frowvide Property Bcok Accountabifly for Wl preduction sguipment
16.1.1.4 and equipment above 525,000.00 for user V1 egdpment MM kS
15445 Frowide sill pholograohy, graphic arls, audio and video mecondings MUAM "
o historical and sknifcant everts
16.1.2 Sarvice Level Managemarnt
Frovice technical support o garison sereice level agreement
15134 manager in cefining the S48 senvices %o be proviced, ML ¥
respensinifes of each party and s=nvice perioimancs measors=s |n
support of FEA deveicpment.
Support the povemment In negodations with DoD levsl acivilles
ard cusiomer organizaions, including depct tenant aciviies. The
16122 rErsenice Support Agresments (IS54) wil fomaly define the MM kS
sendo=s io be prodlded, responslolifi=s of =ach party, the kevwel and
waalty o e serdoes providsd and response Tmes.
Frepare, coordinaie, negobai=, monkor, measure, =vaksate, and
16.12% report baselne and above-beseine sendce deibery and suppori io | MUAM W
eadershlp and customers
Conduct financlal analyses io detemine oial costs of sendo=s
prosided through the wse of Acivity Eased Cosing (ABC). Develon)
Service Level Agreements (SLA], d=fine the senvicss fobe
16.1.2.4 prowlded, resporsiniiti=s of =ach pary, the kevel and quaify of the | MUTM L
serdic=s provided, responss Sme and amounts and methods for
remburs=ment. Pariorm fnancial managsment of IT services
functicns and pefom incident and prodiem maragement fanciions.
16.1.3 VI Mirics
ey Report e requiremenss, valabify, and performancs o SuDoor — -
T sErsice deilvery and capablities
1514 WA Producility Managoment
. Rewiaw
161414 Frowide Inpet to the IMA Productidtiy Management Revd=w MUAM W
16.2 Graphic &rs Sarvicas B W
16.2.1 Sraphic S Halp
18241 Opeale 3 Medls Sei-Help Facify. MUM " O700-1700 dally on R
holday worsdays
1622 @raphic Ars Support
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COMMAND, CONTROL, Liat of Diractorate of Information Management [DOIM) Service Level Agreamant (SLA) i0perational Laval
COMMUNICATIONS, COMPUTERS, (&grasmant (OLA) C4IM sarvicas. ACZIM Eacelina PERFORMAMNCE MEASURES
AND INFORMATION MANAGEMENT)
LERVICES SEFYICE MAME &IF EMHCTION IAGKEE MDEF [SASELINE| MISSION
ANAILSBLITY MESPOMSE TIME RELIABILTY FERF ORMAKCE CAPALITY WORKLOAD
Fumlsh graphics art senvices and support 1o Incude consubiadon, D700-1700 dally on nond 5 cay tunn around  [35% of Wiork Oders O (11 origina’ and
cesign, esimate, fabricate, laminate or produce graohic art holday workdays om "simole” work completed within 2 coples up o 18220
g2z products, reconds, Infarmation, reports, and stadsdcal data T ¥ orders and 10 day  |=stabished Hme
urn around on standands (as defred
“COMmpiEE” WO W1 MeTics)
orgery
. Frovide animation capabiibes [e.0., 3-0 anination, viden, =ic. O703-1700 gally on nom
16222 MUAM X holday worsdays
iEzz3 Frovide cusiom faming and matting for Command Fresematons X
16224 Froduce large format graohic Images X
T Frovide 'l dispiays and exhibhs, Le., tabricade 2 or 3 dimensicna ¥
mcts.
163 Photo!Photography Services =l L]
16.3.1 Fhod ograniyy
Scan, print, and Tansier Images iofrom 35 millmeder imm} slides O07003-1700 dally on nond 5 cay tuen around  |35% of Work Oders
andior fim. holday workdays on "simple” work  |compieted &iRin
16311 MUTM % orders and 10 day  |=stabished tme
#orn around cn standards (az defred
“Complex” work n W1 Meirics)
prglery
Frovide digial pholopaphic services In black & wiie anc coior, In 07 00-1700 dally on nor DA Fioho-1 per
studic & Teld environments holday werkdass EvEry S years or per
signiicant change
L= premation]
Z2Cmd (down o
company evel}
Priofic-10 =a. Ex1d
pEr pear or per
16.3.1Z MUAM X signicant change
il promation,
crange of command
i ). Hisorical
cccasion'significant
ewvent - 1 cooy xS
per event.
e Frowide lamge scale colorar biack and whie printing and picting ¥
abowe 167x30".
15314 Frovide large scale color or black and whie printing and pictiing X
with DoD print plant facilBes.
16.4 VI Multimadia Sarvicas B L
1641 Mt imedio
Frovide muEmeda products and reprocucion (madmum [Imis O703-1700 dally on nom 35% of Work Oders o (11 copy for
estanished iocalyl. Local mubimecia products ars Sose that oost holday womsdays compieted &ERin lcal products
16411 esx than §15,000, ar= within the gamizon area of responsiblity (as Rl | X =stablzhed Hme
per AR 5-2), and Incur no dirsct ot of pocket expenses. standands (as defred
W1 MeiTics)
Frovide mulSmeda products and reproduciion.  Nom-Local
16412 masiimedia procucis ane those that cost mone than $15.000, are X
[l o A i B 5
Duiscurce porficns of mulimedia preducions (e.g. professional
1641 acios. scrptariers, naraios atc). %
b~ .. 1
oo [Vl Broadcastividsoifudio 7 -
Services
e Toiareiaion / Broadhoest Servioes
16511 Broadcast Command Channs MUTM ® E -::u_xn::u::l
|domn tme

Appendix 4 - 11



COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERE,
AND INFORMATION MANAGEMENT

Ligt of Diractorata of Informatlon Management [DOIM) Service Level Agreamant (3LA) idperational Leval
gresment (OLA) C4IM sarvicae.

ACIM Sacallng

PERFORMAMNCE MEASURES

sesuce o

LEEVICE MWAME F1) ELHETIH IAZsE WIDEP |SASELINE| MizsION
ANAILABLITY RESPOMSE TIME RELIABILTY FERFORMAKCE .
(R Frovide cosed-tirmult izevision (CCTY) Support io a ceflned ansa . O700-1700 dally on non
e b = holday workdays
15543 Frovide satelHe downlinks. MUAM ® 28T ] scheduled
— |domn sme
16.53 Wi widio
Frocduce audlo fapes. O700-1700 dally on Rom 355% of Work Cders =
holday worsdays completed wihin "
e . =stablished tme
. — = standands (az defred
r Wl MeTies)
15522 Frovide viden streaming znd mutizast. UM ¥ :;‘Il-l-:l:l -:-ﬂ::E:nrcr
16523 Froduciion of S0& compllant products. X
16524 Frovice soript preparation. ¥
eSS Opemie and maintain & video producion facliky MUAM ® O0F03-1700 dialky on mom
T holday workdays
Frovide local vl video productions.  Local wideo products ars O700-1700 dally on Rom TH
e those that are l=3s than §15,000, are within the garmson area of MU ¥ holday worsdays I
i responsoiEy [@s per AR 5-5), and Incur no dirsct out of pocket
Frovide non-lacal Vi vides productions. Mom- Local viceo preducs
18527 ar= fmose Tab are greaber than $15.000, are disiiowtes Amy wide, X
and |nC o ey
Researh and aogulre imagerny fom Imemmal Dol archives. D700-1700 dally on nom|'5 cay fun around
holday worsdays on "simzle” work
15523 MM % i Ay
ern around on
"COmplEr work
.
e Research and acquire imagery fom culsidesoommencial souncss. ¥
Frovice the service 1o duplicas video tapes, COs, anc digtal video
16.5210 clscs (DWDS) up o locally esszbisned limits. (mo cooyrighed X
material].
Wl Medla f Equipment Suppart ~
16.5 B L]
Senvices
1651 Mot/ Equipmeni Sendces
15511 Frevice Insmaction and brefings I the use el sysi=ms and o X O700-1700 cally on nom
i nsructional tschnoiogy. holday worsdays
(R Maimiain W Ibrary of appicabis medla prodects for loan . O700-1700 dally on Rom
% MM X holday wordays
15543 Frovide public address sysiemipressniadon support {s=1 = MUAM ® O0F03-1700 dialky on mom
- cperadon, & tear domn). holday workdays
15514 (Comcuct crentations andior brisf fowrs MUAM " O700-1700 dally on non
: holdas wordaes
iE5Az Frovide 'l conzaiaion 1o cusiomers MLM ¥ O700-1700 gty on non
T holday workdays
15518 Frevide V| =guipment loans. o X O700-1700 cally on nom
- holday workdays
(R rsiyl, operate and maniain AY equipment . O700-1700 dally on Rom
6.5.1.7 MM X
=3 holdgs workdass
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COMMAND, CONTROL,

Liat of Diractorats of Information Management (DOIM) Service Level Agresmant [SLA) i0parational Laval

COMMUNICATIONS, COMPUTERS, |agraemant [OLA) C4IM sarvicas. ACIM Eacaling PERFORMANCE MEASURES
AND INFORMATION MANAGEMENT .
ssvicesl  asmwice wewe F11 EWNCTION Zagks MDER |SABELINE| MIzsioN
AVAILABLITY RESPOMSE TIME RELIABILTY FERFORMAKCE CAPALITY Clae )
\Document,
17.0 IManagement
Fraedom of Information Act
171 Foia) and Privacy Act (P4 B L]
Senvices
Adminisher Freodom of
17.1.4 information Ack (FOE] and Privacy
Act (PA Senvicas
\Coordinalz FOA and FA Inkal and final responses. O703-1700 cally on non FCIA nesponses
holday worsdays within 20 werking
17144 Qo X days. P&
responses within
10 working Cavg
Maintain database of FOIA and PA requests. D703-1700 cally on nom Updaiz m
17142 Qo X holday workdays Az dictaie
SC
Frepare FOUA and PA reporisiiogs. D703-1700 cally on nom Log as recelved;
7443 QoM ® holday workdays prepare reporis as)
requined
(Collect f225 for FOLA and deposk payments In accordance whn O703-1700 cally on nond Whnin 30 calencar
= LW AR 25-E5, mara 5210 holday workdays days to serdldng
T4 Qo X FiA Ofice
Frovide FOLA and PA ceniral control point for the Gamison and D703-1700 cally on nom
17.1.15 supporizd tenant actisties. Ensurs sirict adhenence o lagal anc rie) x holday worsdays
reguialon requirements.
= Frepare policy and reguiatory guidance for supporied acivities. O700-1700 caalby on nom
— Fublsh local gudance 1o suppiement Army reguladon. e : holday workdays
Frovide guksance on PA siatements and reculrements; anoree D703-1700 cally on nond Whhin 120 cays
bdank forms fhat collect PA Iniormation; review and updale FA holday worsdays Drior B0 NEw SySiem
71T sysiem nofdoes; approve FA statements for paper and sfecironic anm € Decoming
medla fonms; and prepare and submit requests for newimodsied operadony
Ay systems of records for publicadion inthe Federal Reglster
A AR 340-29 pam £
\Concuct required annual FOL training for FOLA Coordinaiors an D703-1700 cally on nond Whhin 5 work days Conduct
7112 FA Talning for new employees. Provide FOIAIPA treining as anm € holday worsdays of reguest for new “refresher
needed. smployees semi-anm:
17.2 Records Management ] ™
1724 Lifocyche of O
. Frovide records management senices and manags he Amy 07 00-1700 cally on no
— Fiecors Infomaion Managemert System (ASIMS) Program, e : holday workdays
7oz ianage ine vEal records and emengency duplicate fies sysi=m aom € D703-1700 cally on nom
Approve fies Ists. holday workdays
‘Dpemle the reconds hoiding area. Mainiain st of Reconds 0703-1700 cally on nond Recands Hoiding - Update Iis
17243 Manapement Coordinaiors (RAMC] & personne] authorized o QoM ® holday workdays response o quarierfy
access the Recoros Hoding Anea (RHAL requesior ahinin 3
wporking davs
‘Store officll records, process recoros, proside sioage boxes, D703-1700 cally on nom Lipdate:
17214 wpdaie necords storage Invenionfocadion report, and aom X holday worsdays Inyeniors|
consoiidaledshin recores ransters. vallicate Stancand Foem (57) report moe
SF135s
Conduct records maragement syaluations of acthBes. 0700-1700 dally on rom: Anrualy
Qom X holday workdays diresci=d In
S0P
o (CORCUCT PRCONDS SEANNES aNd MAnageEmEant SUTveys. O7003-1700 cally on nom
ME=s b Sl . holday worsdays
Supendise and manage the conrespondence program. 07001700 cally on nom
17217 QoM X holday workdass
17242 Frovide advice and assisiance wi the prepamtion of e " D703-1700 cally on nom
comespondence and wiin ARIME. holday workdays
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COMMAND, CONTROL,

Liaf of Diractorate of Information Managament [DOIM) Service Level Agresmant [SLA) iOparational Leval

COMMUNICATIONS, COMPUTERS, |Agrasmant (OLA) C4IM aarvicas. ACIIM Eaceling PERFORMAMCE MEASURES
AND INFORMATION MaNAGEMENT
SESVICES|  AEEMICE HAME FH EUHCTION JAGER MOEF |SAIELINE| MIZSIOHN
AV AILABLITY NESPOMSE THE RELIABLTY FRIF ORMAKCE
Faclhiais the Ife Cyoe managem e of Amy reconds 1o Indude O0700-1700 dally on Ror
sysi=maic malmerance, rirement o Federsl Reconds Cemler, holday workdays
and desfTuction of recoms: (ot elecironic and manuall. Froude
17219 consuliafian on Fe fe cycle management of Information contalned | Q00 X
n awomated infommation sysi=ms (elscnonic record keeping
sysi=ms) and manul necord Eeeping syshems.
. Frepane policy and reguiatony guidance for suppored acivites. O0700-1700 dally on Ror
sl R . holday workdays
173444 Serse 51 Histoioal Rescords Resticted Dala Resi=ser for the — € D0700-1700 dally on Ror
- gamisontdvision. holday workdays
Evaluai= requesis for non-siandard fl=s equipment and supplles. 0700-1700 dally on nond Respond fio
172112 Froice advice and assistance for amulstion and wse of hess Gom x holday workdays requssls within 3
suppil=s and sguipment working days
172113 Errom Manags=ent Infemadicn Contol Frogram responskbiltes. | Qo X ]
holday workdays
1723 Sifflce Spmibod Managenent
Perfioms Office Symbol funclions and responsibliti=s: Inchading 0700-1700 dally on nond Reguesis
17221 assigning gamison office sypmitods and processing ofics symbo frisi) X holday wokdays orocessed wihin 3
IEgusgly working chve
ARAES Trolning
Frovide ARIME training classes on Tles manag=ment, 0700-1700 dally on non:
COMespondencs management, fonms management, recons aom ® holday workdays
dispostion, reconds wilization, and RHA management. Frovide
IECONGS managem e edwsher TSning
173 Officlal Mall and Distribution B -
Al Seneice
Ferfior mal apemtions funclions: standandizsd addness O0700-1700 dally on Ror
managemsnt, delvaridistrbate mal, sor malidistiouton, meter holday workdays
oifidal mall, and perform meall accounting.  Imolement and manape
17.3.4.4 Tad. qom X
Afftx postage inchuding First Class Permis, Besiness Reply, O0700-1700 dally on Ror
173132 Standsrd Parrids, & Unked States (US) Postal Serdloe Express, Qo X holdsy womdays
Flckuo & delivers of mail %o curent roytes
17.3.32 Al Senvice Adnnindsirathon
Frovide training of offcial unhtmail clers and managers for O0700-1700 dally on nor Frodde training o
supporisd acthifies as requesied. holday workdays mew officlal unk
el Clerks and
17321 acm x mEnagers e
supporied aciiviles
within 1 week of
meoussl
Prowide tesding of unk mall room personnel. Score and prosids 0700-1700 dally on non:
17322 feedback. aom X holday worsdays
‘Conduc erannounced or annoenced Inspeciions of unk mal O700-1700 dally on nonr
OO, holday workdays
17.3.3F aom X
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COMMAND, CONTROL,
COMMUNICATIONS, COMPUTERS,
AND INFORMATION MANAGEMENT

Liat of Diractorate of Information Managament (DOIM) Service Level Agreamant (SLA) iOparational Lavel

Agrasmant (OLA) CAIM sarvicas.

ACIN Eacaling

PERFORMAMNCE MEASURES

ESVICES LEFNICE MAME EIF EUHCTICHN IAZKS MDEP |SABELIME| MIZSION
A AILKBLITY IS POMEE TIHE RELIABILTY FERFORMAKCE CAPALITY
Mainiain active and inacive fle of personned 2ppoinies on OO O700-1700 dally on nom
17.32.4 Form 255 as Unit Mal Clerks and personnel desigrated 1o sign for | GO X holday worsdays
acccuniabie mal. I
F stage servic = gl S e T PR
73z Touikie postage sersice and mesering of mal e X ek
Track and ensure postags funcs are awalabke for mall cpemtions. D7 00-1700 dally on nom
17.32E Reguest funds Srough Defenze Finance and Accountng System i) X holday worsdays
(DFAE] %0 cperate postage meters.
Frepare OFAS Chame Eack Repart 07001700 cally on non WhAin 5 working
17.327 Lo x holday worsdays days of the end of
miznth
Frepare Expendiure and Relmbcrsabie Postage Report 1o tenant O700-1700 cally on nor
17.328 crganizations. i) X holday worsdays
[ Frepareforvard Fostlve Accouriabily Posiage Admicisraive e -
i Syshem {PAFAE] Information.
Fromulgate mal poilcy and procedures O700-1700 cally on Ro
17.32.10 Qo X holday worsdass
7324 Ferioms mal screening cperations &t 3 remcte location In - X
accordance with force protecion sSandarcs.
Feview LNl and actvity newsieters 10 ensure materal Is approved One {1 day
173242 for official maling e ] 07031730 cally 00 PO armund on
holday worsdays e
1733 icoming Mail
Frocess incoming pieces of mall and bulk meal D7 00-1700 dally on nor One | 1) day e
holday worsdays around on bulk ma
17.331 Qo x
Malnialn PS Form 3801 and unk ssfhorizafion mster idenifying 07 00-1700 dally on rom:
ndividuals autnorized o recelve accounsable mal for sach riss ) x holday wokdays
ritiofios:
Frocess Intra-post distribetion (shoigun envelopes]. D7 031700 dally on nom
holday worsdays
17.333 Qo x
7334 Frocess Unted Parcel Servce (IUPS] and Faceral EXpress f— X O700-1700 cally on no
(FEDEX) pactages. holday werkdays
Fickup and distiowte Imema’ mal and clsrbulion pi=ces daly for O700-1700 cally on no
e Imiernial arganizaticnal fencticnal aciviies. i e holday worsdays
Featiract Mail
Frocess rediesct mail. O700-1700 cally on Ro
holday workdays
17.34.1 Qo x
Dutgoing Mail
Frocess &l outgoing mall. Sort by account rember, ciass of mal O700-1700 cally on no
and weight Meisr mal, place In proper US Fostal Service [USPE] holday worsdays
maling containers. Frovide consoldat=d malings io miltary
17.354 nstalizbions and ofers on an cpportun By basls. Qom X
rasz Frocess classisc messages and pubiication pleces. f— X O700-1700 cally on no
holday werkdays
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COMMAND, CONTROL,
COMMUNICATIONS. COMPUTERS,
AND INFORMATION MANAGEMENT

Liat of Diractorats of Information Managament (DOIM) Service Level Agresmant (SLA) iOparational Lavel
&grasmant (DLA) C4IM sarvicas.

ACIM Eacalina

PERFORMAMNCE MEASURES

JERVICE S BEENICE NAME B3P EUNCTION IAZKE MDEF |SABELINE| MIZSION
AN AILABLITY RESPOMSE TIHE RELLABILTY FENF ORMAKCE CAPALITY w
1735 Puat Locator Sorvice
Frovide Post Locator Servics (organization & teieshone 2 for both 07001700 dally on non] Frovide Inmformason
EaE mikary & civilan personn — . holday worsdays within = minses of
request
Malmiain daaass. Soih e Cifcal bl and Telsonone Cperaar 07001700 dally on non
sErvices shars the localor dalstese; howeser, the orimary holday worsdays
T responsiniky for dmaass maim=nance rests wth mal. The — .
catabase Is updmss by SIOFERS Tarsactions. Accress
niormation ks updated by wnitmeall clerks and Poss Locaor
perzonnes
Serve as Ine FUnclional Aeminsrale or Persaral Lecamr O700-1700 Gally on non] Mew accounis
T (PERSLOC) Request passwornd for unk mal cerks or ofers — . holday worsdays =stanizhed wkein 3|
requiring access. Provide suppart for Instaling and maintaining weorking days of
commerications sofware for apceszing FERELOE rEqussl
Courler Sarvice
. Frovie Couner SEriC=s 10 ofFpost iocalons when pracica and
— munmiane. e
174 |Coplsr Managsment a u
Stand-alone Copiar Managemont
EvaURIE rEqUsSIs 'Or SEFSErVICE COpISTE. Aooroee and 7001700 Gally 0n non] WWhnin 2 work cays
recommend placement, reiocadion and consaldation of coplsrs QoM X holday worsdays o request
winen required.
Ferom Iexse purchass analyshs of coplers (D Fom 4551 07001700 gally on non
Assist and advise cusiomers of copler requirsments. malmerance: holday worsdays
i 1, and special mtes. Coominae | oo .
with marsfaciurer point of contact (FOC) for accurate pricing and
speciications. (AR 25-30 and DA Famahiet [Fam] 25-40)
ASIIgn SpRTCYE Corad NUMZeTs and manian alanase of O700-1700 gally on non] Assign coneg!
requesi=d and approved copiers. QoM X holday worsdays rimbers wihin 1
weork day
Malmiain Copler nvemory. 07001700 gally on non Fertor
e ad hotday werdays [
Mianage Copler MATAQEMET: SUDDO DOGEAM Ko O SENKET | oo = 07001700 dally on non
LA AR 22-300. holday workdays
Manage cosrperCony Contrach menhor Bing, orEnare 07001700 dally on non Freoa
17416 nvoicesireconciliations, coorainats wilh coniracting, =i QoM X holday worsdays Invaic
kons
Erowice Copler serices wih usage Tee. ! X
175 [Forme and Publicalions . 5
e Farms and Pubiicanons
Managemont
Administer e Instalalon publcations 10 ncuds =books ane 07001700 dally on non
e ctzrbution, Incluzes sstablssment of 3 publicasan stockrcom (AW oo . holday worsdays
AR 5-5) and essabisning polces and procedures. Ferorm prntig
management and pusilsh Wesky Suliedn.
Frovide assklance b Cusiomers On Acoounis, publcaens. or P = 07001700 gally on non
fores. holday worsdays
Ty Concuc 2 penodc forms and pusiicatons reslEs. — = 07001700 dally on non
holday worsdays
Malmain an nventory and Ind=x of fams and pusilzations ssued 07001700 dally on non Ful
17.5.14 (LA AR 25-30). Publish the Indexes as required. rint) x holday workdays fom
na:
Frovide design or mooMicalon of ocal Instalation fams. Assign 07001700 dally on non Sups
ol form numbers to DOIM anoeoeed foms: — x holday worsdays work
anur
Frocess forms requesss. 07001700 Gally on non] ewhnin 2 working EIT=
e — . holday worsdays work
anur
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COMMAND, CONTROL, Liat of Dirsctorate of Information Managament [DOIM) Service Level Agresmant [SLAJ iOperational Laval
COMMUNICATIONS, COMPUTERE, (Agrasmant (OLA) C4IM sarvicas. AC2IM Eacsling PERFORMANCE MEASURES
AND INFORMATION MANAGEMENT
LESVICES EEENICE MAME EUHGTICH Iazss WIDEP |SASELINE| MIZSION
AN AILABRITY MEEPONSE TIME RELIABILTY FENF ORMAKCE
Sdit and make recommendations on propessd new or revised loca O700-1700 dally on mon
peblicaiions. Maintain fhe recond copy of local pulblcations. rint’) " holday workdays
7542 rsure complanoe with Ammy Resdablity Program {JAW AR 25-30) QoM X
17548 Dwveiop and mainlan & pusilcation training pregram for stockroom | o X D7 00-1700 dally on Ron
and pubiications account malntenance personns. holday worsdays
175410 Awiomaie publcadions & foms o make them avaladie on the - X
nismet or nranet Creabe pages on e Inizmet o inkranet.
17541 idanage the Instalation's: OA 1 2-series peblicaion subscriplions anm X 07 0R0-1700 il iy on mor
acoounis holday workdays
- Malrtain coren dlsTbubion [ists (sectonic & master] and process D7 00-1700 dally on ron
e changes. F e — = holday m:n::la':s
475443 Zs1abiish pusiications acoounts of upcate and procuns pubicadons | oo X D7 00-1700 dally on mon
NECESSATY. holday worsdays
Frovide Instalation paper copy and elecironic publications 07 0e0-1700 dal by on mor
management, provide sarchousing of Instalabion publcadons & holday workdays
17.5.1.14 forms, manageE accourtabie & ssrsive fonmes, distribote riss ) X
publications & forms, and d=sign & manage localy created forms
A Fam 25-301
Approve and assign local forTs and regulations w0 Induds D7 00-1700 dally on mon
elecTonic genembion and dupiication. Prepare polcy &md riss ) X holday workdays
regulaiony guldsnce for supported acivitles.
475416 ‘Conduct Taining and soreeys. QoM X 07 00-1 700 dal iy on nond Whhin 1 wes=k of
holday workdays request
475447 Act 25 Publicanions Contral DMcer ang Fomes kanagement Conal [ - X D7 00-1700 dally on fon
Cficer. holday worsdays
17.532 i staladion Direciories
Upcabe Instaliation Teiephone Direciony (sfecTonic] constantty or D7 00-1700 dally on mon
17521 a5 requested, Srnt =ephone dreciony via local DO assets, ries ) X holday workdays
17522 Erint t=ephone cireciory va Del prinding piant Taciiies. X
Upcabe the instalafion stail direciory as local policy requirss. Print D7 00-1700 ally on ron
e sz direciony using local DO assels trin ) X holday worsdays
[ Frint the siafl dreciony esing DoD print plant faciBes or
— commactors. L
Updabe Instalabion Fey Personnel Direciony. X
Frovide Mikary Dependant Child Sumport Locaior Serdce. El
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COMMAND, CONTROL,

List of Diractorate of Infermation Management [DOIM) Service Level Agreameant (SLA) iOparational Level

COMMUNICATIONS, COMPUTERS, |Agrasment (OLA) C4IM sarvicas. AC2IM Sacaline PERFORMANCE MEASURES
AND INFORMATION MANAGEMENT .
semvces]  amwce wewe 11 EUNCTION Zasxs MDEP [BASELINE| MizsicH
ANAILRBLITY RESPOMSE TINE RELIABILTY S GRMAREE CAPACITY woiLn
Hnformation.
18.0
Assurance
18.1 DoD Public Key Infragtructurs s -
PKI} Service
18.1.1 Dob Pubilc Moy frasdruciure
Frevide a oonfigurabie Medum Grace Sendos (MGE] for sending 24T (ess schedued h=at 55,9% refiablky
and receiving signed and encypied =-mal and alachments, by down Tme) [for acoess o MSG e-
18.1.14 wilzing Dol FK] lsswed user certificaies, and Inleroperable with Eriet) X miall (25 defined In IT
BAGE sysi=ms outslds The Army domain. Li=Tics)
Frovide the integration and management of Te Dol Pulilc 2Ex7 (ess schedued
18.1.12 rfrastruciurs (PRl Service, In complance with Army and Dol FK Qom x down fme)
securiy policles and guidsiines.
Frovide Dol PRI Senvices inchuding direciony support, regisTation 2£x7 (ess schedued himet 55.9% reliablby
(operation of Local Reglsiradon Authordiy (LRA) workstadons), domn Time] {as defined In IT
(Carification Authorfy [CA) funcions, intertace 30 relabed Srmy Li=rics)
18.1.1.% sysi=mz, hosting of PH-enabied seryers, and raquired kay QoM x
managemsnt s=nices as well as FKI sohudons for e-mal, web
applications, fle transier, and Virlual Privale Netsorks.
Frovide PX) authemticagon for users, de«ices, and appications 1o 2£x7 (ess schedued himet 55.9% reliablby
18.1.1.4 dlzcower and utlz= giobal Information serslces data. riss) x domn fme) 3z defined In 1T
ATy
Frovide bechnical support and wser tralning. D7003-1700 cally on non]Mew wser tralning Conduct
18.1.1.5 riss] x holday worsdays within S woms days TerEsher
of P | fala BT
1e11s Fesponsiie for requesidng, receling, Instalation, and aom « O703-1700 dally on nom
accouniabiy of FKI MGE cerfficaes. holday workdays
[ COMSEC) Sarvica = .
18.2.1 COMSEC Cperations
Frevkce for the accountablly of insialation COMSET aquloment O700-1700 dally on ro: 107
and maenial up 0 e level of TOP SECRET. Responsioity holday womsdass mccounabih
nciudes crdering, meceteing, accounting, Issuing, safeguarding, and COMS|
destrucion serdices for secure teisphones Secure Teephone Equipmznt a
18244 Equipment [ETE] Secure Taizphone Unk ], all cther aom X materials; se
MNadonal Security Agency (HSA) crypio devices (2.g., TACLane, anmsal 100%
K1%¥-7, and KiG154). and ks assoclyizd COMSEC keying ma Inweriory of
SO
Equipmznt a
mstsrals
18212 (Zperale and maintaln COMBEC facilty. a0 x O700-1700 dally on no:
holday workdays
CpETElE AT At SECUPE COMTILMICAONS EViCes 80 COED | oy X O7003-1700 cally on nom
EEVS. holday workdays
Ferfom unk level sel inspections fo assure compliance with AR O703-1700 dally on nom Conduct sem
18214 320-40 and Technical Euletin (TB} 380-£1 aom X holday workdass annzal nspe
of units
Ensure all reporiing swspenses are met for both Corrolled Report
Cryptographic Hem (CCI) and SOM! nolde A 2d4-hour COMEE
response by COMSEC 13 mandaiors friss X sioiations within 24
niours of Incident
Store, account, corirol and destroy al TOF AET and Morth O0700-1700 dally on nom
18215 Aardc Treaty Organizadon (HATOT COMSES documents for the QoM x holday workdays
nesalation
Risk Managamant/
18.3 accraditationd Certifieation =1 w
|Senvices
1831 Viinevatniity Assasamaond
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COMMAND, CONTROL,

COMMUNICATIONS, COMPUTERS,
AND INFORMATION MANAGEMENT

List of Diractorats of Information Managament (DOIM) Service Level Agreamant (SLA) iOparational Lewvel
grasmant [DLA) CAIM sarvicas.

ACIIM Eacaling

PERFORMANCE MEASURES

LESVICES LEFICE NAME &IF EUNCTION IAZKE MDEF |BASELIME| mMissioN
ANAILABLITY RESPOMSE TIME RELIABLTY FERF ORMAKCE CAPALITY WORKLOSD
Provice Securly fsk Assessment support W ARZS-1, para 5-10; D703-170 dally on non
periorm risk analysis of resources, controls, vuinerablfes, Sreals holday workdays
P and the impact of kosing sysi=ms’ capabiiles on She missian
Soh) ioijmctiee; faclHats decikzions fo Imoemend seourty Sl =
couriermsasunes oF mitigabe risk; iImplement countermeaseres;
periodicaly prvsy Doooram
Dol information Technology
18.332 (Cortilcaion and AccrooVistian
Frocoss {DITSCAF)
Manage the DITECAP process. O703-1700 cally on o
18321 aow X holday workdays
Frovide guidance and aversight of DITSCAF accrechation Tor C7T00-1730 dally on non Respond o
nstaliabion and ienant acivides. holday workdays Cusiomer racuesis
183733 ries ) x dor guidance wiSin
45 hours
18.4 Information Assurancs (&) - "
= Tralning =
1844 irformianon Assurmnce
(CerTiicadion Program
Mdonhor and assist In the formal Infommation Assurance (LA] D703-1700 dally on non Refresher raininy
certticaion programs for Metwork Managers and Systems holday womdays Every 3 years for
18411 AdminlsTators Information Techrology Professicnals; training for rie ) X LA professionals
scarning persannsd; and A workstaion'senser implementation
inincicyldeines
18.5 |Foundational Senviceg B -
18.5.1 Sorvice Levei Moanagaman
Frowice techrical support 1o garrison sersice leve! agreement
i manager in defining the C46 services o be provided,
8511 responsiblBes of each party and senice perfiommance measurss In GO X
supoort of BEA devmlopment.
Support the government In nepofations with DaD lewsd fties
and cusiomer organizaions. including depot tenant activiies. The
18512 reersenics Support Agresments {IESA) wil farmaily define the fries) X
senvices in be prosided, responsipiiti=s of =ach party, the level and
ipaalty of the services prosided and response Tmes.
Fragare, coordinate, nagoliate. monkor, measore, svaksate, and
18.5.1 renort basedng and above-baseine senvice dellvery and supportto | GO X
eadership and customers
(Comduct financlsl analyses o delemine otal costs of senices
prosldes through the wse of Acivity Bassd Costng [ABC]. Develon
‘Service Level Agreements [SLA], define fhe senices o be
18.5.1.4 prosides, responsiniities of each party, the level and qually of the | GO X
SEniCes provided, respon = 3N amounts and methods for
reimbursement. Perform fnandal management of IT services
#funciicns and perform incident and prodiem management funclicns.
1853 T Matrica
Fome Report the reguiremenss, avalabify, and performance 90 supnont
— sErvice dellhvmry and capakiiies — -
WA Producihity Managament
Raiow
Frovice Inout bo the IM4 Productiity Management Reslss QoM X
information Assuranoce Policy
Estabilsh and ex=cuie the program AWV AR 380-5, AR 25-2, and
1m544 er appropriale DoDvArmy guidance, io inciude pudilshing 2 aom X
SECurty awarsness poiicy and Local Metwors Securty Pollcy and
prorsiding ofher ouidance
Frovide a secure remote access policy for the instalation's network.
18543 AR Armiy, Major Ammy Command (MACDRM), & Local Kebaork iriet) x
Seourty Folicy paramelsrs
18.5.4 Estabilsh and publish IA polices |AW AR 35-2 QoM X
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JASEE

MDEF
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1855 Resowres Mandgamend

B COMEED & A 5
e Report SOMEES and 1A resource reguiremends io The Reglon. a0 X
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T Fepresznt L4 componznts In e Instalation Configeration Conim aom X
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18562 idanape L& harcwars and softwars chisnges. frin) X




COMMAND, CONTROL,

List of Diractorats of Information Managament [DOIM) Service Level Agreamant (SLA) idparational Lewval

COMMUNICATIONS, COMPUTERS, (Agrasment (OLA) C4IM sarvicas. ACIIM Eacallng PERFORMANCE MEASURES
AND INFORMATION MANAGEMENT)
T 11 EUNCTION Iagxs MOEP |BABELINE| mizsion
ANAILABRITY MEEPONSE THE RELIABILTY FERF ORMAKCE CAPALITY
150 |Automation
13.1 : g
: E-malliDME) Sarvicas
19.1.1 E.mal Sareicd
Frovide the capabl By io: send, sione, procsss, and recsis e-mal E-mall s=nvipes 2447 Mi=et 55% refiablky Wailloo size 10
and mud-media e-mall attschments, win Intsopsmabl By across he {i=5s scheduled dosn [As defied In 1T with atiachmens
19.1.1.1 Army, within the Dol, and outside of DoD. i X Ame} tdetrics | for emall detarmined by
I ol ks
Froviie e-mall sereices Including direcory replication, acoess o E-mall s=nipes 2447 Mi=et 55% refiablky
18.1.4.2 pubiic folders, connscior s=nices, intEmet mal, calsndar senics — x sz scheduled dosn [As dafine In T
o nzsant messaging, and team folders for reading discussions. ame} tdetrics | for emall
Froide archiving, s=arching, and reiri=eal of e-mall anyime fom E-mall s=nvipes 2447 Mizet 55% refiabliky
19.1.13 anypiacs frin] X {i=55 sCheduled dosn [as defined In T
dme} Hdetrics | for emall
Frovide host suppor and accounts management. O700-1700 dally on non] Rew accounts set
18.1.44 G X holday workdays up wifin 2 work
days of request
Ferfor Incremental ful Information & dreciory siore) backups. O700-1700 dally on non
18115 Feriom full sysism backups. aom € holday workdays
fdonhor niardeare soRge space. O700-1700 cally 0n non B ]
B holday workdays snoid oe greae
9145 rist) X than 205 of clsk
capacty.
15447 Ceveicp e-mal guicance and prooedures. - X O700-1700 dally on non
holday workdays
B i Ferfom capacky panning for e-mall resourss. O700-1700 dally on non
9145 rist) X holday worsdays
Defonss Massoge Systom [DHS)
19.1.2
Frovice the capablEy for users 1o compose, Tarmal, Tansmit and E-mall senvices 2400 \szet 55% reliablky Wallocy slze 101
recetse formal organtzmtional =-mal messages 2t Individun {i=55 sCheduled dosn [as defined In T with atachmens
19121 worksixions. Provide classfled and sensBve but unclassifiad ris) X e Feinios) o mmall defarrined Dy b
(5510 and dassHed arganizational messaging capablies 14 ol ickes
15422 ‘Opemie, maiman, and manage e Local Conbol Center (LCG) - X O700-1700 dally on non
holday workdays
18423 rsial, configure, and maimain OMS sersers, softsane, and cther F— X O700-1700 dally on non
- rardwars. holday workdays
—— Frovide post offices, delyvery sysiems, and backup and restone O700-1700 dally on non
A capailty aom " holdgs wordges
Troubieshoot DS protiems. Elesmis io next highsr ke O700-1700 dally on non
1813% (LCCArey Control Cemer (ACC), TROSC, DEEA Metwork aom € holday workdays
T Dpemtions Camter [NO3C]) wia Trouble Ticke: 1 probiems cannot be
otved lgcate
Dipeale, mainiain, and manape Cerificafion Authortty Worksiation 07 00-1700 dally on non FORTEZZA camds
18426 (CAW). Process X503 cerificates and create FORTEZZA mnds. — x holday workdays within 1 working
. Fost certificates io Direciory Infommation Tree {DITL. day of request
FeEE Frocess and deliver messages (2.0, Defenss Message System P = 45T (iess scheduled
S [085] hizssage Dlsirbulion Sysiem [CMOS] domn Tme}
19.1.3 Dirauiovy Sorvices |_
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ACTM Sacaling

PERFORMAMNCE MEASURES

LESVICES LEENICE MANME EIF EUHCTICHN IARKE MDEP [SAZELINE| MIZEIOH
AVAILABLITY REIPONSE TIME RELIABILTY FERF ORMAKCE SAPALC
\Dpemaie 3nd maintain gicoal direcory. 2857 (ess scheduled Wieet 8% relablky
18.1.3.1 Fom s down Tme) {35 cefined In T
Metrics)
13132 Design and marage dieectory synchronlmtions with other systems. | -, % O700-1700 dally on nom
S holday workdays
Crexi= cHitles and scripls to synchronizs dneciory s=nioes. O700-1700 dally on ron
15.1.2.3 Enzur= information Ingegrity. Add uzer uncionalty. Coondlnase Qom X holday womkdass
actions wih glver geoanzations
15.1.4 Loca! Efeciromc Messaging
) Soourlly Guldsnoo
13144 Ceveiop and pebiish siecronic messaging n aom < O700-1700 dally on non
' canjuncion Wi the Local Mewwork Securtty holday womkdays
1312 Seounily Awsrenass Traking
. Program for Ena Wsers
Esiablish and exscuie a secorty swar=ne=ss raining program for O700-1700 dialky o R
end users of slecionic messaging sysi=ms. holday workdays
13.1.5.1 Qo X
18.1.6 Service Suppor
Recele, document, assign, monkor, and ciose Toublz Tickets (TT). O700-1700 dally on non| Cpen Toudle ticket
13151 aom % holday womdays within 30 minctes
o nottfication
Frocess service orders (program saiich, updates assignments O700-1700 cally on ror] Frocess Serdce
15153 eortenid smnvice o0 customes) and Trookls Tickets ftest, froubieshoot | oo X holday wokdays Orders Im 20
. ard repalr) for 2l approved moves, adds, and changes (MAT) minui=s ar l=ss
reguirements
Frowvice local touch labor (recbi=shooting, repaking, eic) O700-1700 dally on nor Touch labor
- holday womdays support wiiin 2
19.1.63 Qo X ' -
weorking days of TT
Frowide help desk § systems manag=ment data analysks: kchades O700-1700 dalky on rord ks dally
19.1.64 Faip desk manag=ment ool and owipets assockated o inend Gom x holday wokdays Ferformance
aralysis and help desk perfommance Reporis
Motficaticns sent
1315z Frovide Hmely notificaiaons by e help dest of pannsd o aom < e less ek 24
T urplanned sysem mantenance or degradation. mcers priar io
schedulsd culage
Send out customer sadsfaction sureeys. aflsr compiedon of work. O700-1700 dally on nond Surseys sent wfhin
15455 ace X holday womdays 3 wortlng cays of
weork. Completicn
Review and anaiyze Cosiomer satisiacion sunseys and Intlase: O700-1700 dally on ror] Folos-up wis
18457 fciicw-up and corrective acton.. qoe X holday wokdays ::rr:fif.-: acton
within 2 working
days
Databsas Administration
13.2 B W
Sarvices
e Adminisrafion and Malntenanoe
Ferforn local dafabass adminisTatan for sandand dxatese OTO0-1700 on non-
software (2.0, Oracke, Arcess, Seguel Serer, WVissal Sask, hollday weskdays
18214 Symase, Eynase ASE, Miomsoft SGOL Berver, Informly, LOTUS aca X
Mobes, BAR SIM, & 204} 1o Include backups and resiorations.
Ceveiop, fieid, and support dambase appicadons. b4
Feriorm database bulds, recrgantzations, mani=nance, tuning X
cackups, restorations, and cuery design
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List of Diractorate of Information Managament [DOIM) Service Level Agreemant [SLA) iDparational Leval

ACIM Eacallng

PERFORMAMNCE MEASURES

LEFYICE MAME B3P EUNCTION Iazes WIDEF |SAZELINE| Mizsion
AVAILEBLITY MESPCMSE TME RELIABILTY PERF ORMARCE =1
Feriom flie tenstars (fls ransfer prolooots [FTPSL, loads,
cownloacs, data ke manipuladion, data archiving, coordination,
19.2.1.4 famllarizaticn, and impiementation of achons requirsd. Frocessing X
of SupersCaTs, driver actions, and updates'chanp=s o unigue and
slandard magler fles
1522 Data Warchousas and Data Mirdng
- Serwoes
Ferform local dafabase adminisrafion for dada warshous=s io O700-1700 dally on rom hi=et SE% relablby
18.221 noiuds ackeps and resiomations. Qo E holday worsdays [as gefinzd In IT
Meirics)
18237 Frevice dala minkg senices - %
18. Servioe Suppar
Foscelve, document, assign, monkor, and close froubles fickets [TT). 07001700 dally on rond Spen fouble ticket
e acmw < holday worsdays within 30 minutes
of rottficadon
Fravie kacal ouch labor (reubizshooing, nepaking, sic) O700-1700 cally on non] Tauch lakar
holday wordays suppart wiin 2
aom " weorking days of TT
Frevice heip desk § sys=ms manag=Tert data snaiysis: Roudes O7D0-1700 cally on nory sz daly
mezip desk managsment ool and owimets assoeckaed o iend Qo E holday worsdays Feronmancs
aralysis 3nc help desk perforeance Reporis
Moffications sent
13234 Frovice timely notifcations by e heip desk of planned o aom % no less That 24
== erplanmed systerm makienance or degradation. foars prior 1o
actedyled cuipge
Frocess inszliadon Service Orders iprogram sahich, upcaze O700-1700 cally on Ron
aszignments, sxi=nd sendce o customes) and repak Troubls aom X holdayr wokdays
P— I 5 K
Send out customer saisfaction sureeys aflsr compisdon of wort. O700-1700 cally on nor] Suréseys sent aikin
hszzc Q0w X holday workdays 3 worklng cays of
weork. CompleTion
Femview and anaiyze ossiomer salisfacion survesys and Intlate O700-1700 gally on non Folow-up &k
iazaT ficlicw-up and conecive acion.. aom % holday sorkdays comaciive action
) within 2 working
days
Deskiop/Software Support
13.3 - Bp B u
|SErVICes
13.34 Deskrop Soffware Servwoe
18314 Frovice Imeroperabie and Ini=gralzd standard o¥os auiomaton acmw < O703-1700 dally on non
- geskhnpiseraer sofane. holdas wokdays
13342 Froriide: cendrally funded software o all Army users or as part of 2 - X O700-1700 dally on rom
= standard Anmy syseem. holday womkdass
Ferform reease mansgement 1o Incude commerdal softeare O700-1700 cally on ron
18.31 slandard solleane, bea, she osnse mamagemen, certfcas of s x holday wokdays
A =|nEe e mwrme
Frorilde: the capablBy 1o slecironical iy "push™ sofware updaies, O700-1700 dally on ror
19314 Curty spdates, ¥endor DRSS [SEiCe packs, senvice resasesl [ oo % holday worsdays
- ANAls, el o end user devices, a5 well az, seneers wiinin the
enterpriss.
Mainiain accountzblby for sofwars licenses. O700-1700 cally on non
19.3.15 st X holdsy workdays
Sofnware S Appiicoron
1932 Devadopmnent for AN Auismedion
Sysiem Types
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Liat of Diractorats of Information Managament [DOIM) Service Level Agreamant (SLA) iOparational Lawval

ACIIM Eacaling

PERFORMAMNCE MEASURES

sesuce

SEEMICE HAME

JAQES

SABELINE| MIZEICH

ANAILABLITY

REEPOMSE I'H_L

MELIABIL TY

FORMAKCE

CAPACITY

WORELOAD

Design, develop, and maintaln all fypes of axnikcation
wSing SIaNCAnd programming languages. Deveiop appications 1o
support user reguirements, but nct limlisd to creation of the data
models, datsbages, surveypiacdupdats of resse lomry,
deysippment of interfsces, applicaion control logic, forms:
iscreens), objects, reporis, quenes and menus AW MNetwork
Enlerprise Technology Command (NETCCA) Standard Inormadion
Systems Architectore and Commaon Opemiing Ervirnment.

Cesigrm and deveiop makdrame appications and bridgges o mest
noal requirsments.

Flan tests, prepans 252 data, sveccte tesdng, idenlly, analyze anc
repalr erors and retest an appication or modkle prior o
mpiememtyion and placing Inlo produchion

Frepare, updaie and disiribuie end-wser andior system operaionr's
manuals that comiain the product d=sign and procedures and cther
relevant ImMormadon necessary o vse and administer the syshem.
Also prepare, update and distrizete on-ine heip facities, iechnica
manuaks, Esanding Ooeraiing Procedunes {S0Ps), Instucions on
e Army Standard soflsare suile and malntain suomation
socumentation and anpiication sofwars Inventory documentadon

Erany
Assist users to kentty infommation requirements and deveiog
Statemenss of Wiork {SOW) that ame consistent whin wser needs.
Frovice advice on awomating funciicns, Imegraing requirsments
with extsting capaniiti=s, communication requirsments, contol and
acminisTatcn of systems, tyses of Infarmation management
sysiems, operating sysierms, equipment; infrastnaciure compatiblity.)
Alsoc provide users w5 recommended eguipment and sofwars

Ists

Fassword Conrol Management

ssue, markain, and delete end-user cevice acoounts ard
FRZIWIOS.

07031700 cally on o
holday worsdays

lsssed whnin 1
weork day of
request; deleie
sooounts on 3
wpmakhy Dysls

5 and Paripheral Devices

=placement of end user devkces o
™S, |80 'ops, SCaRRErs, and other Fancwars

Apgeision and [Fecycle
nciude comouters, prim

rsiallation of end user devices to Include computers, printers, lap

O703-1700 calky on nor

Fer estabilshed

fops, scarners, and cther hardwars Gow X holday workdays scheduls
T Tl
Frovide non-Smart Fonce end user Tining for standard ofice
automation, MACTM-unicue apoilcations, and cther
= i —[j= =
13.36 Service Support
Recelye, document, assign, and monitor troubie Sckets O700-1730 dally on non] Spen Touble ticket
15351 aom € holday workdays within 20 minutes
of motificadon
Frocess service orders (program swiich, updaie assignments, O7D3-1700 dally on non] Frocess Serdlce
13352 exrtend senvice 6o custome) and Troeble Tickets fest, troubieshoot | oo " holday womdays Orcers In 30
and repair) for 2l approved moves, adds, and changes {MAT) minw=s ar l2ss
reguirements
Frovide local iouch labor (Instaling. Toubleshooting, repaidng, eic ) O0700-1700 dally on rorq Touch labor
= holday womkdass suppart whin 2
13.36 rini) X i -
* working days of TT
Frovide help desk f systems manapgement data analysis: houdes OFD0-1700 cally on non issne daly
13.354 heip desk manap=ment ool and outouts associated to trend aGom X holday workdays Feriormance
aralysis and hels desk peforeance Reporis
Mofications sent
19.355 Frovide Hmeily notiicadons by T heip dest of planned o P . o B2 Thas 24
e unplanned sysiem makntenance or degradation. hiowrs prior io
scheculed cutage
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ACIM Eacallng

PERFORMANCE MEASURES

LESVICE LEFVICE NAME &LF EUNGTION IAZKE WMDEF |SASELINE| MIZSION
AVAILABLITY PESPOMEE TIME RELIABILTY FERF ORMAKCE CAPACITY ¥
Send out customer sadsfaction surseys aflsr completion of work. O700-1700 cally on nond Surseys sent wisin
135E G0 X holday worsdays 3 worklng cays of
'work completion
Review and anayze coslomer salisfacion suneys and Intize O700-1700 cally on non] Folow-up wf
[ follow-up and corrective acon.. holday worsdays comectie action
9367 riss) x within 2 workieg
days
e Frowice bllsivoices o cusiomers for senices necsived on a - X O700-1700 cally on non
i menthly basls. holday worsdays
e Feceive {montly] payment from customers for reimbursadie - X O700-1700 cally on non
R senvices. holday worsdays
|k fenver and Wed SCCess
13.4 B L]
SEMVICES
1841 Wob Hostlng
22xT (ess scheduied M=t SB% relablky Perk:
19.4.1.1 aom X domn Tme) {as defined In 1T back
Host and administer web sEnvers. sdetrics [
o (< N b = =T T700-1700 aally on ron
19,443 ceploy and maimain web shes, portals, wed peges, and cuslomzed| gom X holday worsdass
applicaticns
Mcnhor wed pages and appications for securtty and standamds O700-1700 cally on non Perk:
18.4.1 compilance and vertty that user developsd web papes folow aom X holday worsdays scan
reguiations {505 ard Cepartment of Defense [Dob] web palkcyl. com
O700-1700 cally on ror Fre= disk space Perk
N, Ao . holday worsdays should De greater |55
- Mcnbor systems for clsk usage, Jdisk performance, and system than 20% of clsk
periormance. capacty.
13415 ao X O703-1700 dally on non
= (Configure aperaing system and web appication senvices. holday worsdays
071X 3 cally on ror Mew acoounts
18415 aom X holday worsdays 'within 2 workieg
Rbanage user access controls days of raquest
e ApDly DaTEm operaing system panches, as well as, secay — = O700-1700 cally on non] Winin 2 hours. of
S holday worsdays recelnt
N On ASSUTANCE INOO=S A nepereg, .., regsTy &yT (ezs schedoed  |WERn 2 moors of
13415 riss) x S
|domn Tme recelnt
e Wb Sle and Web Page
- Devalopment and Maindenance
18421 Desigr, develop, and mainialn siatic and dynamic web sit=s or X
porials wsing standand prograrmming langsages.
154732 Desigr, develop, and marialn web pages using sandand X
- programiming langusges.
19473 Frowice web master s=nices, x®
} Wob Application Development
Cevelop, depioy, and maintain web based appicadons. x
1544 FProxy, Caching, and Web Fitloring
- Sorwe
159441 Malain, update and operae web steipage monborng and Sherrg| o X 2£x7 (ess scheduied
- sysiems LAW applcabis laas and regulaions |down Tme)
‘Dperale 3nc mainsain web proy SEreTs. 24x7 (ess scheduied Wieet 38% refabliiy
19442 aom X domn Tme) {as defined In 1T
Pdetrics]
15442 Mcnlor wed proxy cache hit rte | dlsk usage dally perfarmance. - X O700-1700 cally on non Perk:
i hosday wermdavs
1545 Sarvioe Suppor
Feceive, document, assign, and monfor trouble Sckets (TT) O700-1700 cally on non] Open Touble licket
194541 G0 X holday worsdays within 20 minutes
o notification
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COMMUNICATIONS, COMPUTERS, |Agrasmant (OLA) C4IM garvicas. ACIM Eagaling PERFORMAMNCE MEASURES
AND INFORMATION MANAGEMENT| .
T 11 EUNCTION Zazks MDER (BABELINE| MizsioN
AVAILEBILITY RELIABILTY i LA KR CAPBEITY Lo
Frocess service orders (program swilch, updade assignments, O703-1700 dally on nony Frocess Service
eriend sevics 0o customer) and Trockle Ticksts fest, oubieshoot | o X holday workdays Orcers in 30
and repair) for all approved moves, adds, and changes {MAC} minui=s ar l=sz
requirements
Frovide local iouch labor roubi=shootng, repalring, i) 07031700 dally on nond Touch labor
e holday workdays support wiin 2
ST o . weorking days of TT
Frovide help desk § sys2ms manag=ment daia analysis: houdes O703-1700 dally on nony isswe dally
13454 Reip desk manag=ment ool and owipets associated o trend ris) X holday workdays Ferormarce
aralysis and help desk perfommance: SeToris
Moifications sent
Frovide Hmely notifcadions by fhe heip desk of planned or no less Tt 24
unplanned system maktenance or degradation. s = hoirs priar 1o
schecyled cutage
‘Send out customer saisfacion surveys afler compledon of work. O703-1700 dally on non Surveys sent wihin
aom X holday workdays 3 worklng days of
'work completion
Revlew and analyze Desiomer salisfacion surveys and Intlate 07031700 dally on non| Folow-up sk
folicw-up and conecive acion.. aom « holday workdays comecitve action
within 2 working
=13
Frovide bilsdvvokces to cusiomers for senices recaived on a aom « O703-1700 dally on non
monthly basis. holday workdays
e Recelye {mondiy] payment fom customers for reimbursadie - = O703-1700 dally on non
T SENVICES. holday workdays
19,5 Flle. Print & Mizalon Server -
) Support Sarvicas
19.51 Sorve & conbnl siradin
Frovide sysiem adminisiradan and cperating sysi=m support for O703-1700 dally on non
19.5.1.1 ke, print, and common user appllcation Servers, serder ris) X holday workdays
farmsibanks
Frovide and install hardwars, cperating system, and sofiwars for 07031700 cally on non Fer estanlished
19.5.1.2 ke, print, and common-ser appilcations. servers, and senver ris) X holday workdays schecule
farmsibanks
‘Support Insialation leve), DA and Dol standard sysiems O703-1700 dally on non Pariorm w:
19.5.1 designaied for ceniralized Instaliabon support AW Compuier ris) X holday workdays backup
System Confguration Baseine [CSC0H]
rsial secursy Informatdion Assurance Vulnerabilty Alert [1AVA) 27 (ess schedued  |Whnin 2 hours of
19.5.1.4 pabches on all sersers and fest and verify sysiem Is not adversely ris) X down Ime) recelnt of
atecisd by patch. noificaticn
15545 Create shared folders on & ComImOn SErer dive T enae a greun | oy X O703-1700 dally on non
of empicreass 10 share and work on same fleg hoidae workdaes
e Feriom security checkists on cperting sysi=ms and sysiem aom « O703-1700 dally on non
Eackups for sach server. holday workdays g
I onbor system logs, securty logs, and aooikcation logs. O703-1700 dally on non A least on
S . - holday worsdays
Frovvide Microsof Actwe Direciory crgantzational unit (00U} O703-1700 dally on non
15.5.1.2 acminisTation Qo X holday workdays
Mairiain Storage Area Network, Network Attached Storage (2.9, 07 00-1700 cally on nomn Meet 385% relablky Frez clsk space Perform w!
rome dirsciories, workgroup shares) holday workdays [as defined In IT snould e greater  |backup an:
15.5.1.2 Qo X Metrics) than 20% of clzk scan
capacty.
Frovide domain administration and sersice suppor for prmary and O703-1700 dally on non
15.5.1.10 backup domain conbroliers (FOC & EOC. {Login lo network and Qo X holday workdass
cperadng system)
18.54.14 Manage dynamic alkecation of ntemet protcesd (IF) addness space. | oo X O703-1700 dally on non
holday workdays
155412 Aszlgn and mantain F addmss dabase g DRCF arS2ic B | o0y X O703-1700 dally on non
Addressing
Mainiain DNE Sables and update iabies. Malniain records of
19.51.13 regisisred DME raglsTadons and set standard naming convendons | Q00 x holday wokdays
fior DME regisradons.
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AVMAILABRITY REBPOMSE TIME RELIABILTY FENF ORMAKCE
¥ |P Ass % S 20017 y
s aTis Ceveiop and modHy IP Assignment Schema. e - E:J:a_- :.:r:jﬂaismr-:\r
Frovice Doman Kame Server (DME) services that incude the OF00-1700 dally on non Mizet 38% relablty
135115 address r=sokedon of Unborm Resouncs Locmor (URL) 2 1P frisi] X holday worsdays 1as gefinsd In T
mddresses. Metrics)
restal, configurs, and mamian OHE sereers, O700-1700 dally on non
13.5.1.16 QoM X holday workdays
Malmiain WikiS sereer for windows netaorking name resoisdon. D700-1700 dally on non Mizet 38% relabl by
195117 et i holday worsdays 1as gefinsd In T
Rdetrics)
[ Wasion-Spociic Server
952 . A
Aimiinig rraric
18.521 System AcminisTaticn for mission-specHic senvers
[ Frovice and Insiall hardwars, cperaing system, and sofwars for
— mizsicn-spmciic servers.
halmiain Sorage Area Metwork, Medwork Atiached Storage (2.0,
19.523 meme dirscionss, wokgroug shanes) for mission-speciic
reguirements
18.5 Oifser Sonears
\Opemie, maimain, and acminiser FDA, SMES (sysi=m
managemen: servert, STeamed \ideo Sereer, Virual Conferencing
Serser, Stuchured Guery Language (SEL1, and other servers.
18.54 Erinfar Suppert
(Cordgure networt. primers a0 X D700-1700 cally on nor Whnin 2 hours of
holday wersdays request
Serwoe Suppar
Receive, document, assign, and manior rouble Sokets (TT) O700-1700 cally on non| Cpen Toudle ticket
15551 a0 X holday worsdays within 30 minutes
of notificadian
Frocess service orders (program seiich, updais assignments O700-1700 dally on non Frocess. Sersice
155232 =ri=nd senice 1o customen) and Trockie Tickets {iesh, froubieshoot | oo, X holday worsdayss Crcers in 20
and repalr) for 2l approvsd moves, adds, and changes (MAC) minui=s ar l=3s
reguiraments
Frowide local iouch labaor (rouwbl=shooiing, repaking, =ic) 07 003-1700 dialty on mond Touch l=bor
holday wersdays support witin 2
S . weorking days of TT
Frovide help desk 7 sys=ms manap=ment daia analyshs: hcudes 07 03-1700 dially on non lssee daly
13554 meip desk manap=ment ool and owipests associated to trend trint) X holday wersdays Ferormance
aralysis and heip dest perfommance Reports
Motfications sent
Frovide Umely notificadans by the help desk of planned or acmw M e less That 24
enplanned system maknkenance or degradation. howrs prior io
sohedyled cytage
Send out customer saisfaction sereeys afi=r compledon of work. O700-1700 dally on nond Surseys. sent aihin
a0 X holday worsdays 3 working cays of
weork completion
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m‘] EEENICE HAME 3P EMHCTICH Iages WIDEP |SASELIME| MIZSION
AMAILABRITY MESPOMEE TIME RELIABILTY PRI ORMLG RCE .
Revi=w and ansiyze oesiomer satisfacion sunseys and intiats 0700-1700 dally on nor Folos-up sk
tiolicw-up and cormecive acion.. holday workdass comeciive action
Sl = within Z workieg
days
Frovkie bilsinvoices to cusiomers for senioss recsved ona aom X 0700-1700 dally on nom
menthly basls. holday workdays
P Recele {monly] payment from customers for reimbursabie 07001700 dally on nom
3558 sEnio=s. GO £ holday workdays
138 Data Matwork Sarvicas =] ]
13.6.1 [E e
Frovide DoRRECTon 10 =xi=mal petwonks, o inchade but not [Imied 2ENT (ess scheduied AL lmyst 5B [T
woc KIFRMET, SIFRKET, Defense Switched hiebaons {DSH), Public dosn 1me) nperational Instalation i
Swhched Tephone Metpork (FSTH), Ay Reseree Metwork data REtaork. b
(AT 1, Ay Mational Guand Metsork (GUARDHET), Defense LI
FesEmTh Engnesring Metwort (DREN), Simslations Mework
18.5.14 RRNET) and Sy Imranss abnin sxisting capanity. MECE L
Frovice adddonal network requiremems beyond dsing %
capainiiti=s
Virtual Priviate Network [VPN)
Confgure, implement and malrviain VENS for remote conneclions %
Froviie Coaltion \WAN senvics. X
Looal drex Natwork {LAN] and
Campurs Aros Network (TAN]
Frovide connecivity and cpemaie SBU LAN Detwesn compuiss 28T (Jess scheduled AL learst D%
and associwsd devices for 8 sparSic ussr group within a sl dosn Tme) mperytional Instalation
gEographic area (wihin a bulding ar s=veral balicings). The LAN data mEbaOT.
13841 preides daty comimienications, sharing of rebwork ansched MICE X
diayioEs (SEMETE, COmpiters, printers, plotters, disk drives, =6,
ard sharing of data (softeare programs and fies).
19543 Frovice SEU LAN netsor sxnsnsion - X
Frolte connecivity and operale SEU CAN between L&NS and JENT (e scheduisd A jmyzt SE
COmputer Fesources wihin a imied geogranhic arsa. The GAN dosn 1me) nperational Instalation
provsides backbone ransport across the network (induding data REtaork.
13543 sabiching, rocting, firewal, and web proxy & caching), sharing of MICE E
COMpuRer FEsOurces, and SCosss o the Wide Arss Mework (B,
ofher Army networts, and the top level srhischunes (TLA).
19544 Frovice SEU AN neleork sxpansion x
18545 Frovide CAM and LAN dassfed user conneciiety. X
Remmale Diakin Sarale &g,
155 Tomwng Senver Access Gontroder
Sysiem [TSACS]) & Tarminal
SoNVET Sences
Ercvice and marage TAASE and Teminal Sareer access. 2457 fess schedued =T B2 rellREly
19551 MXCE o domn Tme) as cefined In IT
M=l
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EWHGTICH IAZHE MIDEF |SasELIME| mMizsios
ANBILABLITY PEEPOMEE TIME NELIABILTY
Reguest, dlsfibule, sdminisier, srd monkor usags of TSEACS 0700-1700 cally on nor
¥ acoounls. MECE ¥ holday womdays
S, mainain, and deiete TSACS aocounts (eser |0 and FIk) 07001700 cally on non lsseed within 1
holday workdays weork day of
3 MECE ] request; deleie
scoounts on a
ek v Dy
Weirnhess LAN and Compaier
1 Provikie LAM snd compater sendoe via winsi=ss sechinalogy. - X
Metwork Managomend
nonbor s (Fmied geographic CAM 50 LAN by ubilzing ant=rpriss a7 | EM_KHHJ =
1 Managemsnt sofwans i monkor network pefomance, anayze —— ¥ —
retwor actisity, and maintain a high l=sel of netsonk saalabilky.
Feriom netsork discovery and conduct fauk analysis.
- ‘Conduct rea-imes syems management on oritical netsork I4xT (ess scheduled
. nfrasructure and monior ofical servdces s - |dowmn Jme)
07 00-1700 dally on nor
3 Frovilie netsork wilzation repars MICE ] haliday werkdays
3 hanage nstwort equipment'soiiaane 1o iIRcude configerstion — ¥ 0700-1700 cally on nor
managemsnt and capacity manap=ment. holday workdays
_ nestail and maintain network equipment. O700-1700 dally on non
= . . holday worsdass
E TrouDesnioes and MEpAr TySEm nronEms Invalsing FiEed Tachzal - .
niemet support and dighsl s=nios range support
. Upgrace nelwork componsnts. 07001700 cally on Ror
i . . hotday wordays
Fassword Controd an g
smse, mainan, and deiete neteork accounts and passeords M ACCOUMS
within 3 wors days
1 MECE X of request; dejeie
BCoounts on weekly|
gt
Serwioe Suppaort
Recelve, documens, assign, and monfior trouble Sckeis (TT 07 00-1700 dally on nord Spen Souble toket
1 —— ¥ holday workdays within 30 minses
o notficadon
Frocess serdice ariers (progmam swich, updat= assignments 07031700 cally on nor Frocess. Sersice
=riend service oo customeT) and Troubls Tickets {iest, froubiesnoot | -0 ¥ holday worsdays Ornders In 30
and repalr) for all approved moves, adds, and changes (MAG) minuess ar k=35
reourements
Frovide local commor-user LAMN and CAMN fouch l=bor 07 003-1700 dally on nord Touch k=bor
2 | Foubieshiocdng, rensining, &) o ¥ holday workdays suppart wikin :_
working days of
Frovikie help desk § sysems manag=ment data analyss: noudes O7O00-1700 dally on rond s daly
13.5.5.4 meip desk management ool and ouiets associated o end MECE E holday workdays Ferformance
analysis and help desk performance Reports
Sofications sent
- Ercrice Uiy motitcations by &= heip dest of oianned or —r - mo lezs that 24
= erplanred sysiem maktenance or degradation. mers priar 1o
schedulsd culage
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ANAILABILITY NESPONSE TIHE RELIABILTY PRI QRS HCE
Send out customer satdstaction sureey's aflsr compisSon of wor. 0700-1700 cally on nond Sureeys sent sthin
T ] ¥ holday workdays 3 worklng days of
work complefion
Feview and analyze Ossiomer salisfacion suneys and intiate 07001700 cally on nond Folow-up wik
13557 tiolicw-uD and Conectve acion.. - % holday worsdays ::rr:vcifa: actian
within 2 working
g
e Frosiie bllsirvokces o cusinmsrs for senioss recsived on 8 — ¥ D700-1700 cally on Ro
monthly basls. holday workdays
_ Fecere {monthiy] payment from customers for reimbursabie 07001700 cally on nom
186559 MECE X
SENCED. holday wokdays
e Frowkie missan-sEecrc LAN 1ouch BEor (rounesiesting - -
repaling, =i,
13.7 INetwork SecuritySarvicas 2 W
. Dafonso in Do for e Tolal
971 [
Flan, impiement, and manage a Defense In Depth for the totn 07001700 cally on non Detect and report [MWset 55.9% refiabily
network andior enclaves winin the neswonk 1o Incude sech tems holday workdays melkckcustunauthar [{as defined In T
as: host and nebwvo® Inrusion deiecion, Srewals, proxy sersers, hi=irics)
deskinp and SEnEr AL programs, vuinersbiy scanning
19.7.41 com=ns ARering, memots dla=n probecdon, an Defense Information | Q00 X CERT o JTFI
Technoiogy Securty Cerfication and ArcredEadon Frogram within Z hours of
CDITSCAR), Dol InsTucton SZ200.80, acocr=diation gukdance and defection
acvic: AW AR 25-T and 1A Best Business Fractices (E8Fs)
Manage the Information Security (INFGSED) Program and provide 07031700 cally on nond Respond o
guidance (0., Informadon System Securtty Pran) holday worsdays CUSOOMET Mequests
18.7.4.2 risl] X for guidance wihin
45 hours
[ iresdaladion Notwork Seconity DidZ
— Service
Frovlkie an Insialaton network secunty OME o protect Insalation 24T (ess schedued himed 55.9% reliabiby
18.721 assats, fo Includs P cyoie management of informedon Assurance | Q00 X domn fme) |as dafined In 1T
apciays devices b=t
Mdalrrisin frewal] corfigurabions and sers; monhor atiacks; and 2Ex7 (ess scheduied | Dstect and report
resiy madltlogs dosn Tme) maliciousurauthan
Ted acthtty up e
18.7232 fris) X CERT chah (ocal
CERT W JTF1
within Z heurs of
deteciion
1572 IO O ASSUEICE
Vuimssrabiiity AT fAVE)
Elanapge fhe WAV A program for all Instalation and j=nant acivitles. Qo X 07 03-1700 dally on nor
rslfute procecunes for antFuins. Sysiem mantenance, vins
detecion, contack recelved from the Reglonal Computer aom X holday worsdays
Emergency Response Team (RCEAT], InComing RCERT
aovisoriss or oaiches D chon.
Ferfom network or worksiation scans and complie vein=mblky 07 00-1700 dally on nond Yulnerabilly
renorts o faciime comsctions. holday workdeys rEnars fonvardss
18.7.33 risy] X up the CERT crain
x5 detscied

Appendix 4 - 30




COMMAND, CONTROL,

COMMUNICATIONS, COMPUTERS,
AND INFORMATION MANAGEMENT

Agresmant [OLA) C4IM earvicas.

List of Directorate of information Management (DOIM) Service Level Agreamant |SLA) iDperational Laval

ACIM Eacaling

PERFORMANCE MEASURES

LESVICES LEEYICE NAME &LF EUNCTION IAZHE WMDEF |SASELINE| mizsion
AVAILABRITY RESPOMEE TIME RELIABILTY FENF DRMAKCE CAPACITY
O700-1700 dially on non
holday workdays
Qo x
DCeetert ana report malicious and unawinorzsd aclvies. 2Ex7 (ess scheduied | Detect and report
doan Tme) el klcwsiunauthan
zed actsty up he
CERT chain (ocal
R = CERT % JTFI
within 2 hours of
detecticn
19.7.4 4 irspection Program
e Feriorm |A owersight and inspectiors of A Program. 7001700 cally on ror
3741 Gom X holday workdays
|ADE & Network Continuify of
13.8 ‘Dparations ([COOF) & OPLAN =l W
Suppert Sarvicas
15.5.1 CO0F Adminlsiradion
mplzment and =eercise SOOF for ofical portions of e 07001700 daally on non
e atocmation Infrasmaciure. S - holday workdays
Frepare, monker, and evaluze COCF win each DOIM supporied 7001700 cally on ror "Wieekly backup
13.81.2 tarant actitiy. Qo x holday workdays slored ot ofshe
coasion
19.53 Disasier Ropovary
S Resiore ortkoal astomation senvices In event of disaster. e . O700-1700 dally on nond Reslone aihin 24
’ holday workdays nours
Malniain pronecunes o prepars for recoveny of Ivlormadon fom 7001700 cally on ror "Wieekly backup
19.82 2 clsasiers and Exerut= CrEparaiory procsdurss, i) X holday workdays slored at ofishe
ooadion
133 ADF & Metwork Foundatlonal - -
) Services
1a.a1 Adminisiraricn snd Mantananoe
18941 Malniain data bas= of all instalation IT plant-inplace drawings Qo X
Frocure, insial, acminisier, anc monkor soflaane solntions o treck
naemet access from govemment devices. Biock cusiomsT accsss
15.2.1.2 o those Intemet sfes that hawe be=n ceemed inappropriate for wse | GO0 X
by @ govermment cwred and operated compuler sysiem
19.32 Service Level Managemant
Frovice techrical suppar 1o garrison service kevel agreemem
15521 manager In cefining The 48 services T be proviced, aom X
responsibifes of each party and s=nice perfommance measer=s In
supoort of ISA develcpment.
‘Support the povemment In negodations with Dol levsl activities
and cusiomsr arganizaions, Includng depot tenant activiles. The
19.92 2 reersenvics Support Agresments {154) will farmally cefine the i) X
seEnvio=s io be prosides, responsioiiti=s of =ach party, the kevel and
ipualty of the sersloes prosidsd and resporse fimes.
Frepare, coordinale, negoliate, monkor, measwre, svakate, and
19.92 3 renori Daseine and above-paseine sendice delvery and support o | G0 X
eadership and customens
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prowlden through the wse of Acivity Sassc Costng (ABC). Develop
‘Service Level Agreemenis [SLA], d=fne the senvicss 1o b
18834 prowides, rasporsioiitis=s of =xch pary, the el and quailiy of e | Q00 X
senvices provided, nesponss Sme and amounts and methods for
rembursement. Perfomm fnancial management of IT seredces
fenciicns and perfamm incident and protiem managemend fanciions.
1883 T Matrics
15934 Feport the requiremsnss, valablfy, and performance 10 support ane x
service deilvery and camsbliiies
e WA Produciiviey Mansgomont
i Raviaw
18.94.4 Frovide Inget o the INA Productisty Management Resisw frisi) X
1835 T Fanming
Flan, define, and ifegrate the Interdependsncies of vardous T
18551 programes, budgeany requirsments, fanding prodiles, and frini) X
eroriization of requirsmerts for the CAMTEE0n,
Deveiop @ comprehensive [T Basier Flan comprised of new sysizm
183532 program plans, exising =qeipment modemization plans, and oM X
projected T reguiements.
y8Es3 Frovide 54:\':\‘:!';‘\01' e Ir."':'.d lathon Infommation rl'm-sh..:.r? Muaz ®
sdodemization Frogram (EMP ] (e.p. sie surveys, data cails)
— ‘Spanzer and conven: lecal Information Managsment Suppon
E Councl {IFSC) 1AW O Pam 25-1-1 o =
jnazz Deveiop COOP for critical porsans of the assemation Intastneciure. | ooy <
jaazE :H:’.-:-:\E plans %o restons orfdcal auiomation servicss In event of Ao <
lzagier,
1835 T Tradnkng
. Frorilde classroom faclity and suppaort for Sysiem
5351 riss) X
AdminlsTatorMetwork Manager faning as requirsd
. - Frovide training, writ=n guidance, and conder=nces fior Information
— fdanagement Cfficers (RdOs) and cihers. — =
4887 Engineoning Do Managamand
= SuppoiT
fdainiain one of the Army sysiems for managing and saring
18871 enginserng dra&ings (e.0., Joint Engineering Dt Management trin) X
ard Contnol Spstem)
19872 Fropersy accountablky for neteok soulpmens Qo E
18.8.7.3 Frovide access io sgulpment malnenance contracls. G0 X
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